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Henb3sa oTpuuate TOro akra, 4TO WMH(OPMALMOHHO-TENEKOMMYHUKALMOHHAA
ceTb «/IHTepHeT» BCe TeCHee MPOHWUKAET B Hally C BaMW XMW3Hb. [N OfHUX OH cTan
WCTOYHWMKOM 3HaHWi, AN ApYruX ucnonb3yeTcs B paboTe, KTO-TO HalleN C MOMOLLbHO
WNHTepHeTa Apy3eil, a KTO-TO AaXe CMOT HanagnTb CBOK JINYHYIO XW3Hb. BOMbLUMHCTBY
13 HaC AOCTATOYHO CMOXHO MPeACTaBUTb AeHb 6e3 OHNaiH-06LLeHnA ¢ ApY3bAMU, NPO-
CMOTpa CBEXMWX HOBOCTEN WM HOBbIX PO/INKOB.

370 NoATBEPXAaeTCA W pe3ynbTaTamMn COLManbHbIX UCCnefoBaHuid. Tak, cornac-
HO AaHHbIM (hoHAa «OO6LLEeCTBEHHOE MHEHME», M0 COCTOSHUI0 Ha KOHel, BecHbl 2017
roga obliee KonM4ecTBO Nosb3oBaTeneil cetu VHTepHeT B Poccuu B BO3pacTe OT
18 neT 1 cTapLue cocTasnno 82,4 M/H YeNOBEK NPY CYyTOYHOM ayauTopun NHTepHeTa B
71,6 MSIH YesioBeK.

BmecTe ¢ Tem creflyeT NOMHUTb, YTO, HECMOTPA Ha BCe MpPenMYLLECTBa, KOTOpbIe
npefocTaBnseT Ham VIHTEPHET, OH MOXET 6bITb UCMOMb30BaH A1 HAHECeHUA Bpefa
BaM, BalMM 6NU3KUM U BalLeMY UMYLLECTBY.

PasnnyHoro pofa MOLWEHHWUKW, MpecnefosaTenin, pasHoobpasHble BUPYCbl - BCe
3TO NpefcTaBafAeT Yrpo3y A1 Kaxaoro nons3osaTens cetn HTepHeT. bonee Toro, Ko-
NNYecTBO NOJO6HBIX YIpO3 MOCTOAHHO pacTeT.

Tak, 3a 04MH TOMbKO BTOpOl kBapTan 2017 ropa Jlabopatopueid Kacnepckoro
661710 06HapyXeHo 16 119 489 yHMKanbHbIX BPeLOHOCHLIX NPOrpaMM, a 3a nepuoj c
niong 2015 r. no mnoHb 2016 r. B Poccumn B 5,5 pasa BbIPOC/IO YMC/IO0 HECAHKLMOHUPO-
BaHHbIX CHATWIA AEHEXHbIX CPeACTB CO CYETOB fepxkaTeneii 6aHKOBCKMX KapT uyepes
VNHTepHeT-6aHKUHT.

MoABNAOTCA U COBEPLUEHHO HOBble OMACHOCTU, TakuMe Kak TparnyHo nporpemes-
LIne Ha BCIO CTpaHy «rpymnmbl CMepTU», NPefcTaBAsoLiNe CEPbe3HYI0 0MacHoOCTb AN
(h13MYECKOrOo 1 NMCMXO0NOTNYECKOr0 340POBbS AeTeiA.

Bce 370 rosopuT 0 TOM, YTO NPU UCNONL30BaHUN HTepHeTa Heo6X0AMMO Npo-
ABNATb KPaiHIOI0 BHUMATENbHOCTb U OCTOPOXHOCTb.

Mbl HafieeMcsi, 4TO 03HaKOMJ/IEHWE C jaHHO 6poLLtopoit N03BOAUT Bam Gonee rpa-
MOTHO MOAOWTW K MONb30BaHUIO WH(OPMALMOHHO-TENEKOMMYHUKALMOHHOW CeTblo
WNHTepHeT 1 n36exaTb TakuM 06pa3oM BO3MOXHbIX ONAcHOCTEN.



MomHUTe! OTBETCTBEHHOCTD 3a NPaBOHAPYLLEHWS B BUPTYa/lbHOM
NpoCcTpaHCTBe HAaCTYNaeT Mo peaslbHbIM 3aKoHaM!

PACIPOCTPAHEHUE SKCTPEMUNCTCKMX
MATEPUANOB B CETUWHTEPHET

C uenblo MPOTMBOAEWCTBMA TaKMM HeraTWBHbIM SBEHUAM, KaK 3KCTPeMU3M,
KceHoobus, NposBneHne HeTepNUMOCTM Pa3HOro TO/Ka, PacoBOW, HaLMOHaNbHOW
WUAWN PENNTMNO3HOW PO3HMW, CBA3AHHON C HAaCWMIIMEM UMW MPU3bIBaMU K Hacuauio, 6bin
n3naH ®egepancHblii 3akoH Ne 114-®3 ot 25 mona 2002 r. «O npoTMBOAENCTBUM
3KCTPEMUCTCKON AeATeNbHOCTU», KOTOPbI Onpegenvn, 4To Ha Tepputopun Poccum
3anpelaeTcs usfaHue v pacnpocTpaHeHWe MeyaTHbIX, ayauo-, ayAuoBU3YyanbHbIX U
WHbIX MaTepuanoB, COAepXallymx Npu3HaKkyu IKCTPEMUCTCKON feaTenbHoCTU. B cTaTbe
12 depepanbHOro 3akoHa «O MNPOTUBOAEACTBMM 3KCTPEMUCTCKON [AeATeNbHOCTU»
ycTaHaBMBaeTCA NPAMOIA 3anpeT Ha MCNOMb30BaHWe ceTeid CBA3W 06LLero nonb3oBa-
HWS ANS OCYLLECTBNEHNS IKCTPEMUCTCKON AeATeNbHOCTM.

He3akoHHas MH(opMaLUa SKCTPEMUCTCKOro TOJIKa npecnefyeTcs NpaBooxXpaHu-
TeflbHbIMW OpraHamn 1 B MHAOPMALMOHHO-TENEKOMMYHUKaLMOHHbLIX CETAX OOLLEero
nosb3oBaHus (MHTepHeTe), faxe ecniv HOCUTENA MH(OPMALMK CNOXHO OOHAPYXWTb
UM NO KaKMM-TO MPUYMHAM OH He MOXeT OblTb NpefcTaBneH B MaTepuanbHoi (opme
(avck, HakonuTenb, AUCKeTa U T.4.) CNeACTBUIO UK cydy. B OCHOBHOM 3TO caiiThbl, rae
BO36YX/at0TCA BpaXa v HEHaBUCTb K NpeACTaBUTENAM APYTUX HapogoB, CoAepXarcs
NPM3bIBbl K OCYLLECTBNEHNIO IKCTPEMUCTCKON AeATeNbHOCTH, NPeSoXeHns 06 ycny-
rax Kunnepos, MHMoOpMaLMsa No NPUroTOBIEHNIO B3PbIBYATLIX BELLECTB.

Nnua, BUHOBHbIE B HE3aKOHHOM M3rOTOB/IEHUMW, PACMPOCTPAHEHUN U XPaHEHUN B
Lenax fanbHeliero pacnpocTpaHeHMs IKCTPEMUCTCKUX MaTepunanos, npuBieKaTcs
K afMUHWUCTPATUBHOM NGO YroNOBHON OTBETCTBEHHOCTU.

MPOMAIAHOA, HESBAKOHHAA PEK/TAMA
HAPKOTUYECKUMX CPEACTB
N NCNXOTPOMNHbIX BELWWECTB

B cuny n. 1cTatbm 6.13 Kogekca P® 06 afMUHUCTPATUBHbIX NPaBOHAPYLLUEHUAX
nponaraHfa nMM60 HesakoHHas peknama HapKOTUYECKUX CPefCTB, NMCUXOTPOMHbLIX Be-
LLLeCTB BNIeYET HaNOXeHWe afiMUHUCTPATUBHOIO WTpada Ha rpaxaaH B pasmepe oT ye-
TbipeX ThICAY A0 NATW ThiCAY pybneii ¢ KOH(UCKaLMen peknaMHoi NpogyKLun 1 060-
pyf0BaHWsA, UCMONb30BAHHOIO AN ee U3rOTOB/IEHUS; Ha JO/DKHOCTHBIX NNl - OT CO-
pOKa ThbICAY [0 NATUAECATW ThICAY py6neit; Ha NuL, OCyLLeCTBAAIOWMNX NpesnpuH1Ma-
TeNIbCKYI0 [1eaTeNIbHOCTb 6e3 06pa3oBaHus OPULUYECKOro nLa, - OT COPOKa ThICAY 10
NATUAECATYN ThicaY pybneli ¢ KOHhUCKaL el peknaMHoi NpoayKuuu n 060pyaoBaHus,
1CNoNMb30BaHHOIO ANA ee W3roTOB/eHWS 60 aAMUHUCTPATUBHOE NPUOCTaHOBEHMWE
[leATeNbHOCTM Ha CPOK A0 [eBAHOCTA CYyTOK C KOH(UCKaLmeli peknaMmHoli npoayKuum
1 060py0BaHNA, UCMONb30BAHHOIO AN ee U3TOTOBMEHUS; Ha OPUANYECKUX L, - OT
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BOCbMUCOT ThiCAY A0 OfHOI0 MUANOHA Py6neli ¢ KOHUCKaL el peKnaMHoi NpoayK-
L1 1 060pyA0BaHUA, UCNOMb30BAHHOIO /19 ee U3r0TOB/IEHNS, NGO agMUHMCTPaTMUB-
HOe NpUOCTaHOBEHNe AeATeNbHOCTU Ha CPOK A0 AeBAHOCTA CYTOK C KOH(uCcKaLuei
peknamMHoi npoayKumun n 060pyA0BaHNS, NCNONb30BAHHOIO /1 €€ U3rOTOBNEHMA.

B cooTtBeTCcTBUM € nogn. «6» n. 2 ctaTby 228.1 YronosHOro kogekca P® cobIT
HapKOTMYEeCKNX CPeACTB, MCUXOTPOMHbIX BELLECTB UMW UX aHANOroB, COBEPLUEHHbIN C
1CNoNb30BaHNEM CPeACTB MaccoBOW MH(OPMaLMK NGO 3NEKTPOHHBIX NN UH(OPMa-
LINOHHO-TENEKOMMYHUKALMOHHBIX ceTeld (BKOYas ceTb VIHTEpHeT), - HakasblBaeTcs
nuieHneM cBo6ofbl Ha CPOK OT NATU A0 ABEHafLUaTW NeT co WTpadom B pasmepe [0
NATUCOT ThicAY py6neii nnm B pasmepe 3apaboTHOM NAaThbl AN MHOTO JOX0Aa OCYXKAEH-
HOro 3a Nepuog 4o Tpex NeT M6o 6e3 TaKoBOro 1 ¢ OrpaHnyeHremM cBo60/bl Ha CPOK A0
O[IHOro rofja 1M6o 6e3 TakoBOro.

KNEBETA B CETUUMHTEPHET

CsefieHns NPU3HAIOTCA NOPOYaLLUMMN YeCTb, [JOCTOUHCTBO WU [IeNI0BYIO peny-
Tauuio, eCiM OHW He COOTBETCTBYIOT eliCTBUTENbHOCTH, Npuyem 6peMs foKa3biBaHWs
NEXMUT Ha cy6bekTe, MX pacnpocTpaHsatoLwwem, B cooTBeTCcTBMMU ¢ M. 1cT. 152 K P®.
MopoyvalMmn ABAAIOTCA CBEAEHUS, COAepXaliue YTBepXAeHUA O HapyLUeHUn Cy6b-
eKTOM MNW OpraHm3saunein AeiicTBYIOLLEero 3aKoHOAaTeNbCTBA UM MOPanbHbIX MPUH-
L1noB (0 COBEPLUEHNN HEYECTHOMO MOCTYNKa, HENPaBUILHOM MOBEAEHUN B TPYL0BOM
KonnekTuBe, 6bITY) W Apyrve yTBEpPXAeHMA, nopoyaline MNpon3BOACTBEHHO-XO03AM-
CTBEHHYIO 1 0OLLECTBEHHYIO [eATeNbHOCTb, e0BYI0 PenyTauunto, ymanstoLmne YecTtb
1 JOCTOMHCTBO.

K pacnpocTpaHeHuW0 cBefjeHUiA, MopoyaLL X YeCTb U JOCTOMHCTBO FpaXaaH um
[eNoBYI0 penyTauuio rpakaaH u ropuanyeckux nuu, NMneHym BepxosHoro Cypa PP
OTHOCMUT B TOM YKC/IE W pacnpocTpaHeHune B ceTn VIHTepHerT.

B cootBeTcTBUYM €O CT. 151 n 152 F'K P® wncTel, B cysie MOXeT TpeboBaTb:

1. npeceyeHuns ganbHeliLlero pacnpocTpaHeHus nHpopmauyun B Cetu, a Takxe ee
OMpPOBEPXXEHNE TEM XKe Cnoco60oM, KOTOPbIM OHa Oblna pacrnpocTpaHeHa;

2. MMYLLEeCTBEHHON OTBETCTBEHHOCTW OTBeTYMKa (KOMMeHcauus MopanbHOro
Bpefa, Bo3MelleHMe YObITKOB).

B cootBeTcTBUM € u. 2 cT. 128.1. YK P® kneBeTa, cogepxaliascs B ny6AnyHoM
BbICTYMNEHUN, NY6NNYHO AEMOHCTPUPYIOLLLEMCS MPOU3BEAEHUN MU CPEACTBAX MAacco-
BOI MH(OpMaL MW, HakasblBaeTCs WTpapom B pasMepe [0 OLHOIO MWUANWNOHA py6neit
nnu B pasmepe 3apaboTHOI NnaTbl MU NHOTO [OX0Aa OCYXXAEHHOTO 3a Nepuoj Ao 04-
HOro rofia 1M60 o6sa3aTenbHbIMM paboTamy Ha CPOK A0 fBYXCOT COPOKa 4acos.

MOLWEHHWNYECTBO, CBA3AHHOE
C BJTIOKMPOBAHWMEM NMPOIrPAMMHOI'O OBECMNEYEHUA
KOMIMbKOTEPOB
MOJIb3OBATE/IEN CETU UHTEPHET

B HacTosiee BpeMs 4OCTaTOYHO PacnpoCTpaHeHHbIMU SBASAIOTCA Clyvanm Mo-
LLIEHHNYeCcTBa, B OCHOBE KOTOPOrO /IEXMT MCMO/b30BaHWE BPEJOHOCHbLIX MPOrpamMm
C Uenbio 6/10KMPOBaHMS MPOrPaMMHOI0 0GecrneyeHnsi KOMMbIOTEPOB No/b30BaTeneit
ceTu MHTepHeT. C NpaBoBOi NO3ULMK ONMUCaHHbIE AesIHUS He06X0AUMO KBaM(ULUpO-
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BaTb N0 CT. 272 YK P® - «HenpaBOMepHbIA JOCTYN K KOMNbIOTEPHO! MH(opMaLum»,
no cr. 273 YK P® - «co3gaHue, UCNONb30BaHWe U pacnpoCTpaHeHWe BPefOHOCHbIX
KOMMbIOTEPHBIX MPOrpamMmm», a B Cly4asx Korfa, yKasaHHoe npasoHapyLleHune NoBek-
N0 3a COBOM XULLLEHNE YYXKOr0 MMYLLECTBa UK NpUobpeTeHNe NpaBa Ha Yy>Koe UMyLLie-
CTBO, - MO CT. 159.6 YK P® «MOLLEHHNYECTBO B Cthepe KOMMNbIOTEPHOI MH(OopMaLUm».

XNWEHWA, COBEPLUAEMBIE C NMOMOLBbIO
CETV VUHTEPHET W KOMIMbIOTEPHOW TEXHUKW

Lienb h1HaHCOBbLIX NPECTYNNEHWIA, COBEPLLAEMbIX B KOMMbIOTEPHOI CeTw, - no-
NyyeHne He3aKOHHOW BbIr0fbl C MOMOLLbIO KOMMbIOTEPHbIX TEXHOMOT WA

B 3aBMCUMMOCTM OT CreuntuKn CoBepLLEHUS TaKue fesHUsA KBann@uLupyoTes no
CT. 158 YK P® - «Kpaxa», no cT. 183 YK P® - «He3akoHHble Nnony4veHue 1 pasriatle-
HWe CBefeHUI, COCTaBNAOLLMX KOMMEPYECKYH0, HANOrOBYH MU GaHKOBCKYHO TaliHy»,
no ct. 187 YK P® - «HenpaBomepHblii 060p0T CpeAcTB nnaTexei» u no ct. 272 YK
P® - «HenpaBoMepHbI 4OCTYN K KOMMNbIOTEPHOW MH(OPMALMN.

HAPYLUEHWE ABTOPCKIX TTPAB
B CETUWHTEPHET

TBopueckoe NpousBedeHe, 3aiMKCMpPOBaHHOE B LIMQPOBOIA thopme, NpuU3HaeTCs
06bEKTOM aBTOPCKOro npasa. [JaHHoe Npasnao 03HayaeT, YTo NopALOK UCMNONb30BaAHNA
npon3BefieHns B VIHTepHeTe (faxe ecin Takoe Npou3BefieHne, Kpome Kak B IHTepHeTe,
60/bLUe HUT e He CYLLLeCTBYET) AB/IAETCA TOYHO TaKUM XKe, Kak 1 B C/lyyae UCnosb3oBa-
HWA Nt060ro NPonsBedeHNs B peabHOM MUPe, a He B BUPTYa/IbHOM.

3a HapyLUeH1e aBTOPCKUX U CMEXHbIX Npas, a Takxe U300peTaTenbCKUX U na-
TEHTHbIX NPaB Ha WH(HOPMALMOHHBIA 06BbEKT (NPOU3BeAeHNe), pasMeLLeHHbI 1 pac-
npocTpaHsaemblii B CETW VIHTepHeT, 3aKOHOAaTeNbCTBOM NpesyCMaTpUBaKOTCA rpaXKaaH-
CKO-MpaBoBas (NpeceyeHne NPOTUBOMPABHbIX AeliCTBUIA, NpeKpalLeHne feaTenbHOCTM
IOPUANYECKOTO UL UM MHAMBUAYANLHOTO NpejnpuHMMaTens, BO3MeLLeHe Bpeja B
HaType, BO3MeLLEeHNe NPUUYMHEHHBbIX YObITKOB, KOMMEHcauus, apecT N YHUUTOXEHNe
KOHTpadaKTHbIX MaTepuanos 6e3 KOMMNeHcalun, YHMUToXeHne 060pyoBaHus 3a cyeT
HapywwuTens - cT. 12, 1082, 1302, 1252 'K P®; KoMneHcaLmMa MopasbHOro Bpeja - CT.
151 K P®), agMUHMCTpaTMBHAA (aAMUHMUCTPATMBHBINA LWTpad, KOHPUCKaLMUsa opyaus
1NN npeameTa npaBoHapyLweHus - cT. 7.12 KoAlN P®) un yronosHasa (wTpad, apecT,
NnLEeHne cBoboabl - CT. 146, 147 YK P®) 0TBETCTBEHHOCTb.

Kpome TOro, cnefyet NOMHWUTb, YTO NMPOrpaMMbl, KHUTU, My3blKY, KOTOPbIE NOJb-
30BaTe/lb ULLET B VIHTepHeTe C MOMCKOBLIM 3aMpoCcoOM «CKayaTb 6ecrnnaTtHo», MOryT
cofiep>kaTb BUPYCbl U MOAMUCKN HA KOHTEHTHbIE CEPBUCHI.



NepCoHas1bHbIE AaHHbIE
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2.1. YTO0 Takoe nepcoHanbHble AaHHbIE K NOYEMY OHU TaK BaXHbl?

CornacHo ®efiepanbHOMY 3aKoHY Ne 152-d3 «O nepcoHanbHbIX faHHbIX»:
MepcoHanbHble AaHHble - N06as MHhopmaLus, 0THOCAWAACA K NPAMO UK Koc-

BEHHO OMpeAeneHHOMY unn onpegenseMomy husnyeckomy nuuy (Cy6bekTy nepcoHanb-
HbIX [@HHbIX).

T.e. NepcoHanbHble JaHHble - 3TO MH(OPMALMUA O KOHKPETHOM 4enoBeke. JTO

Te fjaHHble, KOTOpbIE NO3BONSAIOT HaM y3HATb YeN0BeKa B TOMe, UAEHTUGHULMPOBATL U
onpefenuTh Kak KOHKPETHYH IMYHOCTb. Taknx WAeHTUGULMPYIOLLNX AaHHbLIX OrPOM-
HOE MHOXECTBO, K HUM OTHOCATCS: (hamMUIusi, UMsi, OTYECTBO, fiaTa POXKAEHUS, MeCTo
POXAEHUS, MECTO XMTeNbCTBA, HOMEp TenedoHa, afpec 3NEKTPOHHOW MouThbl, (hoTo-
rpacus, BO3pacT v np.

[MepcoHanbHble JaHHble HE CTOUT NyTaTb C JIMYHLIMWU faHHLIMW. JINYHbIE faH-

Hble - 3TO BOOGLLE COBOKYMHOCTb BCEX AaHHbIX 0 nonb3osatene B Cetn. Hanpumep,
[laHHble 0 reonokKauumn, cTaTUcTUKa No Hanbonee NoceLLaeMbiM UHTEPHET-CTPaHMLLAM,
thoTorpacumm un T.4.

KOMy HY>Hbl Balllyi NepcoHaibHble JaHHbIe?

*  80% npecTynHUKOB 6epyT MH(OPMALMIO B COLCETSX.

*  JlnyHasa nHopmMaLma ncnonb3yeTca Ana Kpaxu napone.

*  JInyHasa uHhopMauusa Ncnonb3yeTcs A4 COBEPLUEHNS TaKUX NPeCTYNNeHWiA,
KaK LUaHTaX, BbIMOraTe/i.CTBO, OCKOP6EHNe, KeBeTa, KUAHEMMUHT, XULLLeHWE.
OnepaTopbl ¥ WHble LA, NONYUYNBLUME AOCTYN K NEPCOHaNbHbLIM AaHHbIM, 065-

3aHbl He PacKpbIBaTb TPETLUM /IMLAM U He pacnpoCTpaHsTh NepcoHanbHble AaHHbIe Ge3
cornacus cy6bekTa NepCoHabHbIX AaHHbIX, €C/IM MHOE He MpeayCMOTPeHo defepans-
HbIM 3aKOHOM.



Cy6bekT NepcoHanbHbIX AaHHbIX NMPUHUMAET peLueHre O NPefoCTaBleHnn ero
MepCcoHaNbHbIX AaHHbIX U 4aeT cornacue Ha nx 06paboTky cBOGOLHO, CBOEl BONeN U B
CBOEM MHTepece.

O6paboTKa NepCcOHabHbIX faHHbIX AONYCKAeTCs B CNEAYIOLLUX CyYasnX:

1) 06pa6oTKa NepCoHaNbHbIX JaHHbIX OCYLLECTBASETCS C COrnacus cybbekTa nep-
COHaNbHbIX AaHHbIX Ha 06pPabOoTKY ero NepcoHaNnbHbIX AaHHbIX;

2) 06paboTKa MepCoHaNbHbLIX JaHHbIX HEOGXOAMMA ANS LOCTUXKEHWUS Lenei,
NPeLyCMOTPEHHBIX MeXZAYHapoAHbIM oroBopoM Poccuiickoii ®egepaunn uam 3a-
KOHOM, [N OCYLECTBNIEHUS W BbIMOJHEHNS BO3/0XKEHHbIX 3aKOHOAATENLCTBOM
Poccuiickoii ®efepaumn Ha onepatopa hyHKLWIA, MONHOMOYNIA U 065S3aHHOCTE;

5) 06paGoTKa NepcoHasnbHbIX faHHbIX HEOGX0AMMA AN UCTIONHEHNS 4OroBOpa,
CTOPOHOI KOTOPOro NWGO BbIrogonpuo6peTaTenieM UM MNOPYy4MTENEM MO KOTOPOMY
ABNAETCA CYObEKT MEepPCOHalbHbIX AAaHHbIX, & TaKXKe [/ 3aKI4eHUs [OroBopa no
MHULMATUBE CYGbeKTa NEePCOHANbHLIX AaHHbIX UM 40roBOpa, Mo KOTOPOMY CYGbEKT
NepCcoHanbHbIX faHHbIX GYAeT ABAATLCA BbIFOAONPUOBPETATENEM UAN MOPYYUTENEM;

6) 06pa6boTKa NepCcOHanbHbIX AaHHbIX HEOBXOAMMA AN 3aLMTbl XU3HU, 340POBbS
UMM UHBIX XXM3HEHHO BaXKHbIX MHTEPECOB CY6bEKTA MEPCOHANbHbIX AaHHbIX, eCan No-
NyYeHne cornacus cyGbekTa nepcoHanbHbIX AaHHbIX HEBO3MOXHO;

7) 06paboTKa NepcoHanbHbIX faHHbIX HEO6XOAMMA AN OCYLLECTBAEHWS NpaB 1
3aKOHHbIX MHTEPECOB onepaTopa Uau TPeTbUX L, NGO AN AOCTUXEHUS 06LLECTBEH-
HO 3HAYMMbIX Lienieil NpU YCNoBWK, YTO MPU 3TOM He HapyLlaloTcs npasa U cBOGOADI
Cy6beKTa NepcoHanbHbIX JaHHbIX;

11) ocyuwiecTBnseTcs 06paGoTKa NEPCOHaNbHbIX faHHbIX, NOAMEXALLUX Ony6au-
KOBaHWIO UNK 0653aTeNbHOMY PaCKPbITUHO B COOTBETCTBUM C (hefiepasbHbIM 3aKOHOM.

2.2. Kak 3aWwunTuTb CBOW NepcoHanbHble aHHble?

B a6COMOTHOM GOMLLUMHCTBE C/lyYaeB Mbl CaMM YKa3blBaeM CBOW NepCoHasIbHble
[aHHble Mpy perncTpauun Ha caitTax, oOPM/IEHUM 3aKa30B B WHTEPHET-MarasuHax,
3anoNHeHUM Npoguns B COLMaNbHbIX CETAX MW faxe NpU COCTaBNEHWU NMOUCKOBOIO
3anpoca.

O6paTuTe BHUMaHWe, NPOAOMKAA PErncTpaLmio Ha Nto6om caiiTe, Bbl cornallae-
TeCb C M0/1b30BATENILCKMM COTNALLEHNEM, CTaBs «ralouKy» Nnpu 3anofHEHNN ero nonei.
OGbIYHO 3TOrO AOCTATOMHO, YTO6bI Pa3peLlnTb BNafenbLam caiita UcrnonbL30BaTh BBE-
[eHHble BaMy AaHHble Npu paboTe C ero cepBrUcamu.

Takum 06pa3om, NoMb3ysch CANTOM WKW YCYToii, Bbl COrNallaeTech Ha nepegavy
U XpaHeHue BalUMX faHHbIX, ByAb TO faTa POXAEHWS, HOMepP MOGULHOTO TenedoHa,
nepenucka u nobble Apyrue AaHHbIE NIMUHOTO XapakTepa. B3ameH nx 06s3yloTcs Xpa-
HUTb B KOH(WUAEHLUMANBLHOCTU M HW B KOEM C/lydyae He pasrialaTtb TPeTbUM ULaM.
O[HaKO Ha fiene 3TO He BCerda Tak - [aneko He BCerfa CTopoHa, 0TBETCTBEHHas 3a Xpa-
HeHMe BallMX NepcoHabHbIX AaHHbIX, LOGPOCOBECTHO BbINOMHAET CBOU 06S3aHHOCTMU.
Kpome TOro, HAKTO He 3alluieH 0T B3/loMa 6a3 JaHHbIX, COAEPXALLUX NePCOHATbHYO
VH(OPMALIMIO, MK NPOCTLIX OLIMGOK W YeNoBeYeCKol ONpoMeTYMBOCTU. Hanpumep,
perncTpupysch WauM aBTOPU3ysCh Ha caiiTe yepes coLManbHYH CeTb, Bbl paspellaeTe
caliTy Nony4uTh BalUW NIMYHbIE AaHHble, U TOYHO HEU3BECTHO, KaK OH BYAeT UMM NOfb-
30BaTbcsl. TOUYHO TaK e Nto6oii Ball 3BOHOK B MarasuH UM caloH aBTOMAaTUYeCKU BHO-
CWT Bal HoMep B 6a3y No/ib3oBaTeNeil 3Tol KOMNaHWK.
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CnepoBaHue HECKO/IbKMM MPOCTbIM COBeTaM BO MHOIFOM COKpaTWUT yrposy
HE3aKOHHOIro UCnonb3oBaHUA BallUX NepcoHasibHbIX AaHHbIX:

1 OrpaHnubTe 06beM WHGopmauum o cebe, Haxopsweiics B VIHTepHeTe.
YpanuTe nuwiHue otorpadun, BUAEO, afpeca, HoOMepa TenedoHoB, AaTy poxze-
HYA, CBEAEHUS O POAHbIX U 6U3KUX U UHYIO NNYHYIO UH(OPMaLUIO.

2. He oTnpasnsiite BuAeo 1 hoTorpaduu NOAAM, C KOTOPbIMU Bbl MO3HAKOMU-
nnck B IHTepHeTe 1 He 3HaeTe UX B peanbHOM XU3HU.

3. OTnpaBnas KOMy-Mbo CBOM MepCoHabHble JaHHble UM KOH(UAEHLMANb-
HYI0 MH(opMaLnto, ybeanTech B TOM, YTO afpecaT - AeiCTBUTENbHO TOT, 3a KOro
cebs Bblgaer.

4. Tlpy HeobXOAMMOCTU pasmelleHns 06bABNeHNUs B VIHTepHeTe BOCMOMb3Yii-
TeCb BPEMEHHOI CUM-KapTOi 1 BblfyMaHHbIM UMeHeM. MOXHO Take BOCM0/b30-
BaTbCA YCNyroi «BTopoil HoMep», KOTOPYIO MPeAoCTaBNAOT HEKOTOPbIE OMneparo-
pbl MOGUNBHOM CBA3K. DTa ycnyra No3BonseT NOAKMOUNTL B «/TMYHOM KabnHeTe»
BTOPOI HOMEP TONMbKO Ha NpreM 3B0HKOB M CMC. 3BOHUTL C HEr0 He NOMyYnTCS.
5. Wcnonb3yiiTe TONbKO CNOXHble Maponu, pasHble AN pPas3HbIX YYeTHbIX 3a-
nuceit n cepsucoB. Monb3oBaTenun, KOTopble UCMOMb3YIOT OAMH U TOT Xe Naponb
L5 BCEX CepBMCOB, MPW KOMMpOMEeTauun XoTs 6bl OAHOr0 U3 CEPBUCOB MOTYT
noTepsATb JOCTYN KO BCEM CBOWMM YYeTHbIM 3anucam. MoBTOPHOE UCMONb30BaHUe
napornei KaTeropuyeckm 3anpeLyeHo.

6. PerynspHo mMeHsaliTe Naponu, enaTenbHO He pexxe pasa B Mecsl.

7. Tlo BO3MOXHOCTM MCNONb3yiTe ABYX(PaKTOPHYIO aBTOpU3aLMIO - 3TO Me-
TOA WAEHTU(UKaLUKM Nonb30BaTeNs B KakoM-nnbo cepsuce (Kak npasuno, B
WNHTepHeTe) Npu nomoLLu 3anpoca ayTeHTUPUKALMOHHBIX AaHHbIX [BYX PasHbIX
TUNOB, YTO 06ecneynBaeT ABYXCNOWHYIO, & 3HAUNT, 60nee IPHEKTUBHYIO 3aLLUTY
aKKayHTa OT HeCaHKLMOHMPOBAHHOIO NPOHUKHOBEHNS. Ha npakTuke 3T0 06bIYHO
BbIFAAUT TaK: MepBblA py6eXx - 3TO NOTMH W Naponb, BTOPON - cheuuanbHblii
Kog, npuxoaawumii no CMC unu aneKTPOHHO nouTe.

8. 3aBeguTe cebe fBa agpeca 3NeKTPOHHON MOYTbI - YaCTHbIN, 419 Nepennuckn
(NpuBaTHBbIV N Manon3BeCTHbINA, KOTOPLIWA Bbl HUKOT4a He Ny6uKyeTe B 06LLes0-
CTYMHbIX UCTOYHMKAX) U NYBANYHbINA - ANS OTKPbITOW AesTenbHocTn (hopymMoB,
4aTOB M TakK fanee).

YTo flenaThb, eCnv Bbl CTaNN XepTBOl HapyLLeHUs B 06/1aCTU NePCOHaNbHbIX
LaHHbIX?

B nepBylo oyepefib BaM Heo6x0AnMO 06paTWTLCA B YMONHOMOYEHHbIA OpraH
B c(hepe MepcoHasbHbIX faHHbIX - POCKOMHAA30p, a TOYHee, ero TepputopuanbHoe
YnpasneHue.

B uensx 06beKTUBHOrO 1 NO/IHOrO PACCMOTPEHMNSA BaM HEOOX04MMO YKa3aTb cre-
LYIOLLYI0 UH(opMaLmio:

1) nepeyeHb MepcoHanbHbIX AaHHbIX, HeNpaBoOMepHO obpabaTbiBaeMbIX Ha cail-
Tax B CeTn VIHTepHer;

2) cBefleHMa 0 [OKYMEHTe, YJ0CTOBEPAIOLLIEM Bally JIMYHOCTb (KOMWUWU CTpaHuL,
nacnopra), 414 NOATBEPXAEHNA NPUHAL/IEXHOCTU NEPCOHANbHbIX JaHHbIX, Henpaso-
MEepPHO pa3MeLLeHHbIX Ha caiiTax B CeTu VIHTepHeT, K BaM Kak K CyObekTy nepcoHanb-
HbIX flaHHbIX;
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3) TOYHbIE W [OCTYNHble aApeca CTpaHWL, CaiiToB (yKasaTenu cTpaHuL, caiiToB B
cetn VIHTepHeT - URL), cogepxaline He3aKoHHO obpabaTbiBaemble (pasMeLléHHbIe)
NepcoHanbHble AaHHble, MO3BONAKLME OCYLIECTBUTH MPOCMOTP [aHHbIX CTPaHuL
YnpaBneHnem, a TakxKe CHUMKW 3KpaHa C AaHHbIMW CTpaHuMLaMm, cogepxallyue B cebe
NoNHbINA agpec cTpaHuubl calita (URL) u gatbl ny6amkaymm nocToB/cO06LLEHNIA, CO-
fepXalunx He3akoHHO o6pabaTbiBaemble (pa3MeLLEHHbIe) NMepcoHanbHble AaHHble Ha
TeKyLL i MOMEHT BpeMeHW (faTta) 1 Apyrue cBeAeHWs, NOATBEPXKAAIOLLMe HapyLLeHNS
Tpe6oBaHW 3aKOHO4AaTENLCTBA B 06/1aCTU NEPCOHaNbHbIX AaHHbIX (BUAE03anmnCh 3Kpa-
Ha C fiefiCTBMAMM, NO3BONAIOLWMMY 3aUKCUPOBATb HAPYLIEHNS U T.N.);

4) cBefeHMs, YNONHOMOYMBAIOLLME Bac MPeACTaBNATb MHTepechbl PU3NYECKUX
Any, (KoNuu JOBEPEHHOCTENR), NepCcoHanbHbIe JaHHble KOTOPbIX pa3MeLleHbl Ha caiiTax
(B cnyyae HapyLleHUs UX NpaB Kak Cy6beKTOB NepCOHaNbHbIX fJaHHbIX).

[ononHNUTeNLHO cnefyeT NpeacTaBUTh (MPY HaMUKK):

- CBefleHWs, NOATBEPXAatoLMe (akT Hanpas/ieHUs BaMu B afipec afiMUHUCTpa-
umu caiita (ganee - onepatop) Tpe6oBaHMA 06 YHUUTOXEHWU BalLMX MepPCOHaNbHbIX
[aHHbIX C yKa3aHWeM Ha UX He3aKOHHOe roJiydeHune (6e3 cornacus) onepatopom wau
C yKa3aHvWeM TOro, YTO OHW He ABNAKOTCA HEOOXOAMMBIMU ANS 3aABNEHHOW Lenn 06-
paboTKu (NpeacTasnifeTcs NPy BO3MOXKHOCTW HarpasieHNs yKa3aHHOro TpebosaHus);

- OTBET OrnepaTopa Ha BaLle TpeboBaHNe 06 YHUUTOXEHUN BaALLNX MEPCOHANbHbIX
LaHHbIX (Npy HanM4uun).

OobpalyaeM BHUMaHWE Ha TO, YTO BCE UMEIOLLNECH CBEAEHUS [OMKHbI 6bITb
npefcTasneHbl B afpec YnpasneHNs ejuHoOBpeMeHHo!

B cnyuae ecnu no pesynbtatam NpoBepku YnpassieHne POCKOMHaf30pa BbISBUIO
HapyLleHue, BblfaeTca npegnucaHne o6 ero ycTpaHeHuu.

Ecnn YnpasneHve PockoMHaf3opa He YBUAENO HapyLUeHus, Bbl MOXeTe o6pa-
TUTbCA B LIEHTPaNbHbI annapart fJaHHOro BeJOMCTBa.

MomMumo 3TOoro, BCe Cy6bEKTHI MePCOHaNbHbIX JaHHbLIX UMEIOT NPaBo Ha 3aluTy
CBOMX NpaB W 3aKOHHbIX WHTEPeCOB, B TOM YuC/le Ha BO3MeLeHNe YObITKOB U (Mn)
KOMMeHcaLuio MOpanbHOro Bpefa B CyebHOM nopsgke.

OTBETCTBEHHOCTb 3a HapylUeHWe 3aKOHOLAaTeNbCTBa O MePCOHabHbIX AaHHbIX
npegycmarpuBaeTcs B cOOTBeTCTBUM co CT. 13.11 Kopgekca 06 agMWHUCTPATUBHBIX
npasoHapyLLeHuax P®.
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3.1. Kak feiicTBYIOT MOLLUEHHUKN

MOLLEHHVNKN OYeHb XOPOLLO 3HAKT MCUXOMOTWI0 NIOAEA U YMEeNo WUCMonb3ytoT
BCIO AOCTYMHYIO MH(OPMaLWio, BKOYas Ty, KOTOPY XXepTBa MOLUEHHWYecTBa He-
BO/IbHO BblAaET Npyu o6LieHun. B opraHmnsaunm Tened@OoHHbIX MaxMHaLWi y4acTBytOT
HECKONbKO MPecTynHMKOB. OYeHb YacTo B Takue rpynmnbl BXOAAT 3M10YMbILUNEHHWKN,
0TObIBatOLLME CPOK B MCMPaBUTENbHO-TPYA0BbIX YUPEXAEHNAX.

MOLLEHHUKN NCNONb3YIOT CeaytoLL e MOTUBbI:

m  (6eCcrnoKOWCTBO 3a 6NN3KNX U 3HAKOMBbIX;

m  GecrnoKoiicTBO 3a CBOW TeNneOHHbI HOMep, CYET B GaHKe UM 6aHKOBCKYHO

KapTy;

B KefaHWe BbIUTPaTb KPYMHbIWA Npus;

N060MNbITCTBO - XenaHne NoAy4nTb AOCTYN K Kakoin-nmbo nHhopmalum;
enaHve NomMoyb 60MbHbIM AETAM UKW NHOAAM, NOCTPaAaBLUUM OT CTUXUAHBIX
6efCTBUIA.

CoumanbHble CceTu SBAAIOTCA KnageeM WHGOPMaLWM  ANS  MOLLUEHHWKOB.
PasmeLasn faHHble 0 cebe Ha CBOMX CTpaHMYKax, Mbl He 33fyMblBaeMcs O TOM, KTO
MOXET 3TMM BOCMONb30BaTbCA. Mexay TeM MMeHHO 6n1arogaps Ham CaMUM MOLUEHHW-
KaM 06blYHO He COCTaBAAET TPyAa Y3HaTb MHOPMALMIO O POACTBEHHUKAX, KOHTaKTaXx,
YBNEYEHNAX CBOEN NOTEHLMANbHON XepTBbl U NPU BbIMAHWBAHUW AEHEr BHYLIUTbL A0-
BepVe 3HaHNEM €& INYHON XKU3HU.

3.2. Bugabl MHTepHeT-MOoLWeHHNYecTBa. Kak 3almnTnTb ce6s?

Hawv6onee pacnpoCTpaHeHHbIMN BMAAMWN MOLUEHHNYECTBA Ha ,D,aHHbII\/‘I MOMEHT
ABNAKTCA:
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Te}'IE(*)OHHOG MOLUEHHNYeCTBO

CylLecTBytOT HanGonee pacnpocTpaHEHHbIe CXeMbl TeNePOHHOIo MOLLEHHUYe-
cTBa. BapuaHTOB TOro, KaK NPeAcTaBAT BaM WX MOLIEHHMKM, O4YEHb MHOTO, HO CYyTb He
MeHsieTcs.

m  O6maH no TenedoHy. C Bac MOryT noTpe6oBaTh BbIKyN UM B3ATKY 3a OC-
BO60X/eHWe AKOBbI U3 0TAENEeHNs MOAULMK unn ¢ MecTa 4TI Ballero poscTBeH-
HUKa. UTO Aenatb: B 3TOM Cy4ae rNaBHOe He MaHUKOBaTb, MO3BOHWUTL CaMOMY
POACTBEHHUKY, EC/IU He OTBEYAeT, TO MOMbITaTbCA HalTK ero uepes Apy3eit 1 3Ha-
KOMBbIX.

m  CMC-npocbba 0 nomoLn. TpeboBaHMe nepeBecTy ONpesenéHHYI0 CyMMY
Ha yKa3aHHbI/i HOMep C MCMNO/b30BaHWMEM 06pPaLLEHNS «Mama», «ApYr», «CbIHOK»
1 T.N. YTo fenatb: He CrnewumnTe NepeBOAUTb fieHbrn, Y6eanTech, YTO B HUX feii-
CTBUTENbHO HYXXAaeTCs Ball POACTBEHHWUK UK 3HAKOMBbIIA.

m  TenedoHHbI HOMep-rpabuTens. MnaTHbIA HOMEp, 32 3BOHOK Ha KOTOPbII
CO CU&Ta CMUCHIBAETCA fiIeHEXKHAA CyMMa. UTO fienaTtb: He nepe3BaHuUBaiiTe Ha He-
3HaKOMble UM npegfioxeHHble B CMC-Co06LLeHMsIX HoMepa TeNeqoHOB.

®m  BbiArpbll B N0Tepee, KOTOPYHO AKOGbl NMPOBOAMT paguocTaHuus Uav
onepartop CBsi3W. Bac MOryT NoNpocUTL ONMATUTh MOLUAMHY, HANOT W T.M., Nepe-
BECTW CYMMY Ha ONpefenéHHbIN CYET, COOBLINTbL NpULIeAWNIA HA TeNedoH Ko,
UTo fenaTth: He CMeLInTe NepeBoAUTh AeHbIM UK COO6LLATb KaKue-NnGo AaHHbIe
no TenedyoHy. Mo3BOHUTE MO O(ULMANLHBIM HOMEpPaM (YKa3aHHbIM B CMPaBOYHM-
Kax, Ha caiiTax) KOMMaHuM - OpraHu3aTopa 0Tepen UK KoHKypca, y6eauTecs B
TOM, UTO Bac He 06MaHbIBAKOT.

m  LlTpadHble cCaHKLUK 1 Yrpo3a OTK/IIOUYeHUsI HoMepa K06kl 3a Hapylue-
HUWe 4OroBopa C OMepaTopoM Balleil MOGUbHOI cBs3W. UTO genaTb: MO3BOHWTE
camu CBOeMy ornepaTtopy Mo ouLnasbHOMy HOMEpY, YTOUHUTE UHGOPMALIMIO.

m  OwWnGoYHbI/ NepeBof CpPeAcTB. Bac mMonpocsaT mepeBecTy siKOGbl OLIK-
604YHO nepeBefEHHbIE CPEACTBA, a 3aTeM AOMONHUTENbHO CHUMYT feHbr. UTo
Jenatb: UrHopupyiite nofo6HbIe COOBLLEHNS UK (ECNM 3TO TeNegOoHHbINA pas-
roBOp) NOCOBETYIiTe /19 BO3BPaTa OLIMBG0YHO NepeBeféHHON CyMMbI 06paTUTLCS
K 0nepaTopy CBA3M.

MoLLEeHHNYEeCTBO ¢ 6aHKOBCKMMU KapTamu

Haun6onee nonynsipHble cnoco6bl MOLLIEHHUYECTBA ¢ 6aHKOBCKUMMW KapTamu:
m  CMC-coobuieHne o GlOKMPOBKe BGAHKOBCKOW KapTbl, O HECAHKLMOHUPO-
BaHHOM [IBVXXEHWUU [EHEXHbIX CPefcTB, cMeHe [MVIH-kofa, OKOHYaHUM Cpoka
[eiicTBUS KapTbl W T.4. C Tpe6OBaHWeM MepeiiTi no cCbisike UM Nepe3BOHUTL Mo
yKasaHHOMY TeneqoHy.

m  TenedOHHbI 3BOHOK «paboTHWUKA 6aHKa», MOTEHLMANLHOTO «MOKyNnaTens» ¢
npeanoXeHWem NpPoiTH K 6nmxaiiluemMy 6aHKOMaTy U COBEPLUUTL MaHUMYsALUY
¢ 6aHKOBCKOI KapToii BO M36eXaHWe KaKuX-Nin6o NocneAcTBriA, BHECEHUS aBaHca
U ..
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[Nsi cOXpaHHOCTM BalUX CPEACTB cCo6/tofaiTe OCHOBHbIE NpaBuia 6esonac-

HOCTWU:

camun

m  Hukomy He coobuyaiite ceoii MNH-koa, faxe paboTHMKaM GaHka. He BBO-
nute MUH-Kkof npu paboTe B ceTU VIHTEpPHET, OH MOXeT MoTpe60oBaTbCA TONLKO
MOLLEHHWKaM.

m CMC-coobLieHuns no npoBoAUMbIM onepalusaM no 6aHKOBCKMM KapTam pac-
CblnatoTCA ¢ onpefenéHHbIX KOPOoTKMX HoMepos (CbepbaHk - 900). Ans cBA3M C
6aHKOM Heo6X0AMMO MCNONb30BaTh 0L ManbHbie HoMepa KOHTaKTHOrO LieHTpa,
yKasaHHble Ha 6aHKOBCKOI KapTe. Ecnv B CMC-co06LeHn 0 610KMPOBKe Kap-
Thl, ABVKEHUN [EHEXHbIX CPeACTB yKas3aH Apyroii Homep, N0 KOTOpPOMY npeana-
raeTcs Mo3BOHWUTb, TO 3TO MOLLEHHUKW.

m B cnyyae BO3HUKHOBEHWS Mpo6neM y 6aHKOMaTa, He NPUHMMaiiTe MOMOLLb
NOCTOPOHHMX, NO3BOHMTE B KOHTAKTHbIN LLEeHTp 6aHKa Mo TenetoHy, yKasaHHOMY
Ha 6aHkomaTe.

m  Eciu K Bam o6patunuce no TenedoHy, B VIHTepHeTe, Yepe3 coLuanbHble
CeTU MAN SpYrumMm cnocobamu v Nog pasnnMyHbIMW MpeanoramMmy nbitaloTes y3-
HaTb faHHble O Balell 6aHKOBCKOW kapTe (HOMep KapTbl, TPEX3HAUYHbIN KOA Ha
060pOTHOW CTOPOHE KapThl), KOA, MpULLIEALNiA Ha Ball MOGW/bHbIA TenegoH,
naponu Unu Apyryto NepcoHanbHyo MHhopmaLuto, 6yabTe 0CTOPOXHbI, 3TO MO-
LUEHHUKN.

m  [pu Tenet)oHHOM 06LLEHUN He COBEPLUAIATE HUKAKUX feNCTBUI Y GaHKOMaTa
MO UHCTPYKLUMN «PabOTHUKOB GaHKa», CNW TONbKO AaHHbIA 3BOHOK He 6bi HK-
LMMPOBaH INYHO BaMU.

m  He nepexogute no ccblnkam B CMC-coo6LeHusX.

m  [pwn nonyyeHun CMC-coobLLEeHNIA O CHATUWN AEHEXHbIX CPEACTB C Ballei
6aHKOBCKOIi KapTbl HEMeA/leHHO obpallaiTech B 6aHK, 6N10KMPYIiTe KapTy.

MOLUEHHMNYECTBO B COLMabHbIX CETAX

MOLLEHHVKW aKTUBHO MOMb3YHOTCS COLMANbHLIMU CETAMU U Pa3IUUHbIMU CEPBU-
06LLeHus, HanpuMep, caiiTamn 3HaKOMCTB.

MonynsapHble €rnoco6bl MOLLEHHMYeCTBA:

m  PacnpocTpaHeHue CCbIIOK Ha BpejoHOCHOe MporpaMmMHoe o6ecneye-
HYe, NopHorpaguyeckne caiiTbl, MOLLEHHUYECKME PECYPChI U NMPUIOXKEHNS.
Monb3oBaTeNM CoOLMaNbHbLIX CeTeil 4acTo CTaNKMBAIOTCS CO CMamMoM, KOTOpbIi
NPUXOAUT K HUM B «/IMUHbIE COOBLLEHUA» OT UMEHMN «apYy3ei» UMN HE3HAKOMbIX
nonb3oBateneil. STO 03HA4aeT, UTO aKKayHTbI 3TUX Nojeli B3noMaHbl. Kak npa-
BUNO, CCbIKU B TaKNX COOBLLEHNSIX COMPOBOXKAAK T CA 3aBNeKalOLL UM TEKCTOM,
Hanpumep: «Bugena TBOM hOTO, § TAKOr0 He O>XKuAana, NnocMoTpu cam!..», «B
3TOil 6a3e faHHbIX eCTb BCA MH(hOPMALMs Ha Nto6Oro yenoseka» U T.M. UTo ge-
NaTh: HUKOTAA He NepexoanTe No NoA403pPUTeNbHbLIM CCbinkaM. 4N AocTyna B Co-
UnanbHylo ceThb UCMONb3YTe YHUKaNbHbIA Napo/b: OH AOMKEH 6bIThb AIUHHBIM,
COCTOSATb U3 LUGP U NAaTUHCKNX BYKB. JTyulle UCMONb30BAT b pasHble Naponu Ans
pasHbIX COLMaNnbHbIX CeTell U Apyrux MHTEpPHET-CepBUCOB. He noaaaBaiiTech Ha
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npu3bIB KOro-TO W3 «aAMUHUCTpaLuun caliTa» coobLnTb Ball N10MMH M Naponb
nog4 Kaknm-ambo npeanorom. PerynsipHo MeHfiTe naponb OT couuanbHoOW cetun
(x0T 6bl pa3 B MecsL); ocTeperainTecb MOLWEHHUYECKUX CaliTOB C MOXOXMUMM MO
HanucaHuio HasBaHusMu (vkontahte.ru, vkOntalkte.ru u T1.4.). 3TN «UWKNHrO-
Bble» CTPaHWLbl paccynTaHbl Ha HEBHUMATENbHOCTb M Ha TO, YTO Bbl CaMu Npefo-
CTaBUTe MOLLEHHMKaM CBOW NOTVH WU Naponb.

m  3HaKOMble HE3HAKOMLbI. B coumanbHbIX CETAX M Ha caliTax 3HaKoMCTB MO-
LUEHHUKMN CO34aKT CTPaHWLbl, TAe YKasblBatoTCs faHHble 1 pasMellatoTcs (oTo-
rpatyn BbIMbILWNEHHbIX Ntogeid. C NMOMOLLBIO 3TUX CTPAHWL, OHK 3HAKOMSATCH C
ApPYrUMK Nonb3oBatensmu caita. Co BpeMeHEM MOLUEHHUKM BXOASAT B LOBEPUE,
npegnaraloT nepeiiT cobeceHUKY Ha 6onee «6aKM3Koe» OBLLEHNE U OCTaBAAT
cBOI HoMep TenedoHa. CambiM 6€306MAHBIM NOCNEACTBNEM TaKOro 06 eHns by-
[eT TO, 4TO HOMEP OKaXKETCA NNATHLIM W C BALLEro cYéTa CNULYTCS LeHbIW.

m  [Ipocb6bl 0 (HMHAHCOBOW MOMOLLM, 61aroTBOPUTENbHbIE —aKLUW.
MOLLEHHWKM YacTO UCMONb3YHOT TaKne NOBO/bI, NO3TOMY, MPEXe Yem NepeBecTu
[EeHbIU AN NoMoLLu, y6eanTech, U4To Bac He 06MaHbIBaloT. O6paTUTe BHUMaHKeE
Ha HanMune HeCKO/bKUX KOHTAKTOB (TeNegoHbl, 3NeKTPOHHAsA MouTa, CTPaHUYKK
B COLMaNbHbIX CETAX), HAMUME MOATBEPXKAAIOLLNX AOKYMEHTOB.

MoLlueHHNYECTBO Ha caiiTax 6ecniaTHbIX 06bABNEHNUIA

Pa3melas 06bABneHMs, UAW NoKynas 4To-nMbo Ha caiiTax GecnnaTHbIX 06bAB-
NeHnii (Hanpumep, «ABWUTO»), 6yAbTe BHUMATENbHbI W OCTOPOXHbI, TaK Kak MOLLEH-
HWKM OYeHb 4acTo MCMOMb3YlT UX AN obmaHa. MNpojaBas UYTO-TO, Bbl )XenaeTe no-
NY4YnTb NPUOLINL, HO, CTOMKHYBLUMCH C MOLUEHHWKaMW, MOXeTe NoTepsTb BCe CBOU
cbepexxeHus.

Kak Bac MoryT o6MaHyTb:

m  OnnaTa wav npegonsara 3a Bawl ToBap. OYeHb YacTO 3aMHTEPeCcOBaHHbIE
noKynaTenu npeanaralT MPOM3BECTU OMMaTy (ECAM CyMMa He3HauuTenbHas)
WU npefonnaty 3a Ball TOBap, HO cAenaTb 3TO MOTYT MO KakUM-INGo mpuymn-
HaM TONbKO Ha 6aHKOBCKYH KapTy (HAaxXOAATCs B APYrOM ropoge, HeT HalnuHbiX
[JEHer, IeHbMM Ha PacYETHOM CYeTy W T.M.), HO NpW 3TOM TPeByIT cOOBLLNUTL He
TONbKO HOMep KapTbl 1 ®UO (Gonblue AN1s NepeBoAa HAYEro He TPeByeTcs), HO 1
Apyrue faHHble. MOMHNUTE, YTO eCNv Bac NPOCAT COOGLLMUTL NPULLIEAWNIA HA Tene-
(hOH Kof, NPOTU K GaHKOMATY M COBEPLUNTbL KaKue-TO [eiiCTBUS, BCTABMB Ballly
KapTy (4T06bI, HANpUMep, NOATBEPAUTL MPOXOXKAEHNE NNATeXa), CO06LUTh CPOK
[eACTBUS KapTbl 1 TPEX3HAUHBIN KO HAa 0GOPOTHOI CTOPOHE, TO 3TO MOLLIEHHUKH.
MpeKpaLjaiiTe KOHTAKTbI C TAKUMMW «MOKYNaTensMu» 1, eC ycrneam coobuyuTb
KaKue-To flaHHble, HEMeANeHHO GMOoKMpYiiTe GaHKOBCKYIO KapTy, MO3BOHUB MO
yKa3aHHOMY Ha Heil Homepy TeneqoHa.

m [Ipegonnara 3a NnoKynaemblii ToBap. Mokynas 4T0-1160, 6yabTe 0OCTOPOX-
Hbl, €C/IU Bac NPOCAT NPOM3BECTU NpedoniaTy. BrnosnHe BO3MOXHO, UTO MOMy4nB
eé, «npofaseLy» NnepecTaHeT 0TBeYATh Ha BalLW 3BOHKN.

m  CMC-coo6LieHMA co CcCbINIKOM. Ha Homep, KOTOpbIiA Bbl yKasanu npu ny-
61mKaLum 06bABNEHMSA 0 MPOAAXKE MW XKENaHUW YTO-AN60 KYNUTb, MOXET NPUii-
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T CMC-c0o06LLUeHuMe ¢ NpeaioxXeHreM ToBapa, 06MeHa U CCbIKOIA Ha 3TOT ToBap.
Ecnu Bbl nepeiiféTe no ccbiike, TO 3arpy3uTe Ha CBOI TenethoH BpeAoHOCHOE
nporpamMHoe o6ecrneyeHne, KOTOPOE MO3BOANT MOLIEHHWKAM MOyUYUTb 4OCTYM
K BalUMM GaHKOBCKMUM KapTam.

ByabTe OCTOPOXHbI, C/IM BaM NpeanaraioT:

B Ha3BaTb HOMep 6aHKOBCKOM KapTbl, TPEX3HAUHbIN KOf Ha 060POTHON CTOPO-
He KapTbl, MH-KoA;

W pOM3BECTM MaHUNYNsSLMK ¢ 6aHKOBCKOI KapToii y GaHKOMaTa;
® CO06WWUTL NPULLEALLNIA HA TenethoH Kog;

W MepeBecTU CyMMy fieHer (aBaHc, 3a10r, MOLUMHA, HaMor, OWKUGOYHO Mepe-
BeEHHbIN NnaTex u T.n);

®m  epeiiTu no ccbiike B MIHTepHeTe, B CMC- nam MMC-coobLleHnmn Ha cMapT-
(hoHe;

m  [03BOHUTbL MO YKazaHHOMY B CMC-coobLyeHnn HoMepy TenetoHa;
m  OTNpPaBuUTb Ball HOMep TesnedoHa;

m  oTnpaButb CMC-coo06LeHre Ha KOPOTKMIA HOMep;

W Ha3BaTb Mapo/n OT BaLLMUX JINYHbLIX CTPAHUYEK B COLMANbHBIX CETAX.
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4 3aluUTa TeXHUYECKUX YCTPOINCTB
OT BPelOHOCHbIX NMPOrpamMm

4.1. ToHATME BPELOHOCHOM Nporpammbl

OpHoin 13 Hanbonee akTyanbHbIX NPo6aeM Npu paboTe B ceTU IHTEpHET ABNSET-
€A 0NaCHOCTb 3apaXKEeHWs Balero TeXHWYecKoro ycTpoiicTaa (KOMMbioTepa, cMapTdo-
Ha, NaHLWeTa) BPeAOHOCHLIMU MPOrpaMmmMamiu.

BpegoHocHas nporpamma («Bupyc») - n060e nporpammHoe obecrneyeHue,
npegHasHauyeHHoe Ans NoayYeHUs HeCaHKLMOHMPOBAHHOTO AOCTYNa K BblYNCAUTENb-
HbIM pecypcam TeXHUYECKOro YCTpPoiCcTBa UM K MH(OPMALMM, XPaHUMOW Ha HeMm, ¢
LieNbl0 HeCaHKLMOHWPOBAHHOTO WCMO/b30BaHWUS PECYPCOB TEXHUYECKOro YCTpoicTBa
VAN NPUYMHEHNs Bpefa (HaHeceHmMs ywepba) Bnagensuy nHdopmauum n/unm Bnagenb-
Ly TEXHWYECKOro YCTPOWCTBa NYTEM KOMUPOBAHWS, UCKaXKEHWS, YAaNeHUs Uau noj-
MeHbI UH(opMaL K.

MpUUnHbI CO3faHns «BUpyca» MOTYT 6blTb CaMbIMK pasHbIMU - pa3BneyeHue,
He3aKOHHOe MonyuyeHue NPUGLINK, Kpaxa aKKayHTOB COLMAnbHbIX CETAX W T.0. Bax-
HO MOMHUTb, YTO HE3aBMCUMO OT LieNn co3aaTens BPefOHOCHOW NPOrpaMmbl, KaXAbli
BUPYC NPeACTaBseT CYLeCTBEHHYIO OMAcHOCTb A1 NOGOr0 M3 BalUMX TEXHUYECKMX
YCTPOWCTB.

Hu B KOEM Cnyyae HeNMb3s CYUTaTh, UTO 3Ta Npo6aeMa He KacaeTcs Bac. YKepTBoii
BPEL,OHOCHOM MPOrpaMMbl MOXET CTaTb KaXAblid.

4.2. Buabl BPeJOHOCHbBIX NPOrpaMM M OCHOBHbIE CNOCcobbl UX pacnpocTpa-
HeHus

B HacTosiLee BpeMs BblfefleHbl CefytoLme 0CHOBHbIE BUAblI BPEAOHOCHbIX
nporpamm:

daiinoBble BUPYChI

[lo pacnpocTpaHeHns B CeTW VIHTepHeT fiaHHbli TWN BUPYCOB Obln Hambonee Ya-
CTO BCTpeyvaroLwmmes. daiinosble BUPYChl 3apaXkatoT NCMOHSAEMble haiinbl pas3nyHbIX
ornepauyoHHbIX cucteM. B Hanbonee pacrnpocTpaHeHHOW Ha cerofHs OC Microsoft

17



Windows 3To ucnonHsemsle aiinsl (pacliMpeHus .exe, .com), AMHaMUYeckne 6ubano-
Tekm (.dll), komaHgHble daiinbl (.bat), gpaiiBepbl YCTPOICTB (.SyS) U (aiinbl CLieHapueB
(ckpunTbl). ®alinoBbI BUPYC 3anMCbIBAET CBOI KO B «TeN0» Mopaxaemoro ¢aiina un
npv obpalleHnn K Hemy OnepaLyvoHHONR CUCTeMbl NepexBaTbiBaeT ynpasneHue, nocne
4ero MOXeET COBepLlaTb pa3/nyHble BPefOHOCHbIEe fAeliCTBMSA: KOMMpoBaTb CBOW KOp
B fpyrve taiinbl (pasMHOXaTbCA), CTUpaTh Apyrue (ainbl, NCKaXaTb faHHble U T.4.
Mocne BbINONHEHMA CBOEro Habopa AelCTBMIA BUPYC nepefaeT ynpaBneHue Apyrum
nporpamMmam, 1 Nonb30BaTe/lb MOXET faxe He Nofo3peBaTb, YTO Ha ero MK npoucxo-
VT Kakas-To AeCTPYKTUBHaAsA feATeNbHOCTb.

3arpysoyHble BUpYChI

Buvpycbl 3T0Oro Tvna nopaxatoT 3arpy3ouHble cekTopsl (boot-o6nactn nnu Master
Boot Record) 3arpy3o4HbiX YCTPOWCTB (KecTKux Auckos, puckeT, flash-gpaiisos).
Bupyc (boot-Bnpyc) 3ameHsieT co60ii 3arpy304Hblii KOf, KOTOPbIA BbINONHAETCS NpU
BK/IIOYEHNM KOMMblOTEPa U TakuM 06pa3om nosyyaeT yrnpasfieHue elle 40 Henocpea-
CTBEHHOrO 3amycka OMepauWoHHON cucTembl. MonyyuB ynpasneHue, BUPYC MOXeET
NPON3BOANTL pasNnyHble AeNCTBUA - HanpuMep, 3arpy3nTb CBOW Ko B ONepaTuBHYIO
namsTb. PasMHOXaeTcs BUPYC 3amMunCbi0 B 3arpy304HYt0 061acTb ApYrux HakonuTenei
KoMnbloTepa.

MakpoBupychbl

Makpoc - B MpuHUMNE, TOXe WCMOMHAeMbIA (aiin, KoTopblid, 0AHako, pabo-
TaeT TOMbKO B CBOeW MPOrpamMMHOI cpefie - Hanpumep, B MpunoxeHusx Microsoft
Office. Makposupycbl nopaxatowiue fokyMmeHTsl Microsoft Office n asnawTca Hau-
6onee pacnpocTpaHeHHbIMU. OHWM HanucaHbl Ha f3blke Visual Basic, KoTopblii Wc-
nonb3yeTca B NpunoxeHusx cemeiictea Office. Bupyc 3anucbiBaet ce6s B DOT-aiin,
B KOTOPOM COfiepatcs BCe rnobasbHble Makpochl, YacTb U3 KOTOPbIX OH NOAMEHSET
cob6oii. Mocne 3Toro Bce (haiifibl, COXpaHEHHbIE B MpuaoXeHun (Hanpumep, Excel),
yxe 6yayT cogepxaTb Makposupyc. lMpu 3anycke 3apaXeHHOro Makpoca BbINo/-
HAKTCA pasNuyHble BPeAOHOCHbIe AENCTBUA C AaHHbIMW (MCKaXeHWe, ypaaneHue).
KOHeYHOo, 3TO faneko He MOMHbIA MepeyeHb BUAOB KOMMbIOTEPHbIX BUPYCOB.
Knaccnduumposatb UX MOXHO U MO APYrMM NpUHLMNAM, Hanpumep, No cnocoby 3a-
paXKeHUA UK NO aNropuTMY LeicTBUA. TeM He MeHee HaM KaxeTcs, 4To Ana 6a3oBoro
NOHATUS O KOMNbIOTEPHbLIX BUPYCaX NPUBEAEHHON MHAOPMaLMM AOCTaTOUHO.

CeTeBble YepBu (wWorms)

OcHOBHasi 0CO6EHHOCTb 3TOr0 TWUMa BPELOHOCHLIX MPOrpamMm - pacnpocTpa-
HeHMe uepe3 KOMMbIOTEPHbIE CETU, YMEHWEe UCMOMb30BaTh CETEBble MPOTOKO/bI Mepe-
Jaun faHHbIX. Hanbonee pacnpoCTpaHeHHLIM BUAOM CETEBbIX YepBeii sSBAAOTCS MNo-
uTOBbIE YepBy (e-mail worms). 3apasnTbCsi UMU MOXHO NPU OTKPbLITUN MPUMOXKEHNS K
3N1eKTPOHHOMY MUCbMY C YepBeEM UM Mpu nepexode no html-ccbinke, NpuBeaeHHoN B
[aHHOM nucbMe. 3ayacTyto nosnb3oBaTeseli No6GyxaaoT He064YMaHHO OTKPbIBATL MpU-
JIOXKEHWS MTUCEM UM UHTEPHET-CCLINIKM B NNCbMaX.

Mpn aKTMBM3aLUM KOZA YepBsi MPOUCXOAMUT €ro pasMHOXEHMUE - HauMHAeTCs pac-
Cbi/fIKa YepBs MO ApPYrMM ajpecam 371eKTPOHHON MOYThI C 3apPaXEHHOT0 KOMMbLIOTEPA.
Ons onpefeneHus CNUCKa aapecaTtoB YepBb MOXET UCMOMb30BaTh afpPecHYH0 KHUTY
Nporpammbl - NMOYTOBOrO KAMEHTA UM AaXe CKaHWPOBaTb (haii/ibl Ha XXECTKOM AWCKe B
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nonckax agpecos e-mail 6yaywimx xepTs. B HacToALWMIA MOMEHT NOSBUANCH CETEBbIE
4epBwu, KOTOPble MOFYT PacnpoCTPaHATLCS U Yepe3 CNyXKObl MTHOBEHHbIX COOOLLEHMIA
(MHTepHeT-neaxepsbl), HanpumMep, Takue Kak 1ICQ.

TposiHbl (Trojans)

OJMH 13 CaMbIX OMAacHbIX TUMOB BPEAOHOCHbLIX NPOrpaMM Ha CerogHs. TposHbI
- 3TO BPEAOHOCHbIE MPOrpamMMbl, KOTOpble 06bIYHO MAcKMpYIOTCS MOf Kakoe-nu6o
6e306MaHOe MPOrpaMMHOe NPUNOXKEHUE: BbIOBEPbI KAPTUHOK, CKPUHCEBEPbI, ANCKO-
Bble YTUUTLI, 06HOBNEHME OMepaLMoHHOl cucTeMbl 1 T.4. Monas 06MaHHbIM MyTeM Ha
KOMMbLIOTEP XePTBbl, TPOSAHbI B 3aBUCMMOCTH OT CBOEI0 Ha3HaueHUst MOTyT BbIMONHATL
pas3nuuHble AeficTBUA: 06ecneunBaThb 310YMbILLIEHHUKY BO3MOXHOCTb YAANEHHOTO aj-
MUHUCTPUPOBaHWs MK XepTBbl, BOPOBaTb MOMb30BATENLCKME MApPON OT PasfMuHbIX
CepBucoB (B TOM 4uC/le N KOMMEPUECKMX), HECAHKLMOHMPOBAHHO CKauMBaTb Kakue-
n6o haiinsl U T.4. W T.N. IHOTAA 0 NPUCYTCTBUW TPOSIHCKOI NpOrpamMMbl MOXET CBUAe-
TeNbCTBOBATb HEOGbIUHOE NoBeaeHue MK: caMonpon3BobHO PaCcKpbIBAOLLMECS OKHA,
3aBUCaHUs, 3aMeTHOe 3amMe/i/leHne CKOPOCTW paboTbl KOMMbIOTEPA.

Mporpammbl 4nsi B3/loMa (Xakepckue nporpammbi)

CylLecTByeT elle Lenblii Knacc nporpamm, KoTopble He YrpoXatoT Hemocpes-
CTBEHHO KOMMbIOTEPY, HAa KOTOPOM UCMOMHAIOTCS, @ UCMONMb3YIOTCS 41 aTaku Ha gpy-
rve ceTeBble pecypcbl UK B3noMa. MoApo6HO OHU OMUCaHbl B BUPYCHOM aHLMKNOME-
Anu Kacnepckoro.

OCHOBHbIMY criocobamu pacnpocTpPaHeHNs BUPYCOB AB/AIOTCA:
NHTepHeT

Ino6anbHas MHPOPMALIMOHHAs CeTb VIHTEPHET Ha CeroAHsALLHUIA feHb ABNsAeT-
Csl OCHOBHbIM UCTOYHWMKOM pacnpocTpaHeHUs BCeX BUAOB BPeJOHOCHbIX MPOrpamm.
VIMeHHO No3ToMy Npu pa6oTe B MIHTepHeTe He06X0AMMO yAeNsTb 60/blle BHAMAHNSA
BOMpocam 6e3omnacHoCTy.

BUpyC MOXeT NonacTb Ha Ballle TEXHUYECKOe YCTPOICTBO Npu creaytouinx 06-
CTOSATENbCTBAX:

- NPV NOCELLEHNI caliTa, coaepyKaLLero 3N0BpeHbIi Kog;

- NpU CKauMBaHWUU BPELOHOCHBIX MPOrpaMM, MacKMpYIOLLUXCS NOA pa3nuyHoe
nporpaMmHoe obecnedeHue;

- NPV CKauMBaHWUU Yepes peer-to-peer CeTb (Hanpumep, TOPPEHTHI).

ANeKTPOHHas noyTa

[,0CTaTOYHO 4acTo MOYTOBbLIE COOGLUEHUs, MOCTynatoliMe B MOYTOBLIA ALMK
noNnb30BaTens, UCMONMb3YITCH AN PacnpOCTPaHeHUs BPeJOHOCHbLIX MporpamMm. Mpu
OTKPbITUM TaKOro NUCbMa U NPY COXPaHEHWUM Ha AUCK BIOXEHHOTO B NUCLMO (haiina Bbl
MO>XeTe 3apasnTb AaHHble Ha BalleM KOMMbOTepe.

BHeLLUHWe HOCUTeNM UHOPMaLUK

He cekpeT, 4To Ans nepefays MHGOPMALMW MO-NPEXHEMY LUMPOKO MCMOMb3y-
0TCS UUPOBLIE AMCKM, Pa3HOOGpPasHbIe KapTbl MaMSTW U Apyrue BHELUHUE HOCUTENN
UHhopmaumu. Mpn paboTe ¢ HUMK TaKKe HEO6X0AMMO NMOMHUTL O 6€30MacHOCTY - 3a-
nycKas Kakoi-nm6o thaiin, pacnonoxeHHbIl Ha BHELUHEM HOCUTeNe, Bbl MOXeETe Mo-
pasuTh flaHHble Ha BalleM TEXHUYECKOM YCTPOICTBE BUPYCOM U, HE3aMETHO A5 Cebs,
pacnpocTPaHMThL BUPYC HA AMCKM BALLEro KOMMbIOTEPA.
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YA3BMMOCTWN B NPOrpaMMHOM obecneveHUn

Tak Ha3blBaeMble «fblpbl» (3KCMIONTLI) B NPOrpaMMHOM 06ecneyeHnI SBASITCS
OCHOBHbIM MCTOYHMKOM XaKepCKMX aTak. Ysi3BUMOCTW MO3BOMSAIOT MOMYYUTb Xakepy
yZaneHHbI JOCTYN K BalleMy KOMMbIOTEPY, a CleAoBaTeNbHO, K BallUM JaHHbIM, K 40-
CTYMHbIM BaM pecypcam I0KasbHOM CeTu, K ApYrMM UCTOUHUKAM JIMYHO UK KOHDU-
AeHLNanbHOM MHdhopmMaLmu.

4.3. TpodumnakTnka

BaxKHeWLuMM CpeACTBOM 3aLWUTbl TEXHNYECKMUX YCTPOICTB OT BO3AeiCTBMA Bpe-
[OHOCHbIX NpOrpaMm siBNsAeTcA NpounakTukKa. BoT HECKOMBKO NPOCTbLIX COBETOB MO
ee MpoBefeHIo:

m  BaxHO nonb30BaThCA TOMLKO JIMLEH3NOHHLIMW MporpaMmaMn 1 onepawm-

OHHbIMU cucTeMamu. Jlto6as HenuLeH3MOHHAa nporpamma - MoTeHunanbHas

yrposa 15 6e30NacHOCTY BaLLero TeXHWYeCKOro YCTPOICTBa, T.K. OHa MOXET CO-

[iepXaTb pasnnuHbIX «BpeauTeneii». Ecan nprobpecTy NULEH3NOHHYIO BEPCUIO

nporpamMMbl BaMm MNpejcTaBnseTcs npobneMaTuyHbIM, CTOUT 3agymMaTbcs 06 uc-

nob30BaHNN 6ecnnaTHbIX aHaI0roB.

m Heo6xo4uMo MpoBOAUTL perynsapHble 06HOBNEHMA MPOrpaMmMHOro obecre-

yeHms. Kaxpjasa HoBas Bepcus MporpaMmbl CTPEMUTCS UCNPaBUTb YA3BUMOCTU

npeablayLleil Bepcumn, TeM cambiM [enas Balle TEXHWYEeCKoe YCTPOWCTBO Gonee
3alWIEHHBIM OT HEraTMBHOIO BMeLLaTe/IbCTBa.

m  CaMoe rnaBHoe - UCNo/b30BaTh CreLnanbHble CPefCcTBa 3aluThl, Takue Kak

aHTUBMPYC U haiiepBoN. VIMEHHO fiBa 3TUX KOMMOHEHTa BO MHOTOM 06ecrneynBa-

10T 6€30MacHOCTb BaLLero TEXHNYECKOro ycTponcTBaa.

AHTUBMPYC, KakK 1 BCe OCTa/lbHOE UCMOb3yeMoe BaMu NporpaMmHoe obecneuve-
HVe, JO/KeH 6bITb NneranbHbIM U MOCTOSAHHO O6HOBAATLCA. B MpPOTWBHOM criyyae OH
BPAS, N1 06eCrneyunT Haf1exalllyto 3aluTy. 3T0 CBA3aHO C TeM, YTO KaX/Ablii aHTUBUPYC
MMeeT cob6CTBEHHYIO 6a3y BpefJOHOCHbIX NMPOrpaMM, KOTOpble OH YMeeT pacrno3HaBaTb
- CBOe06pa3HbIil «HEPHbIA CNNCOK». K coXaneHuio, KONMYecTBO BbIIBNSIEMbIX BPELO-
HOCHbIX nporpamm B Mupe 3a 10 net yBennyunock B 208,3 pasa u npesbicuio 300 ThiC.
B CYTKM1 M03TOMYy BaXXHO CBOEBpPEMEHHO O6HOBMATH aHTUBMPYC, Beflb MHayYe OH He
pacnosHaeT BMPYC M NMPONYCTUT €ro Ha Ballle TEXHNYeCKoe YCTPOIACTBO.

To xe kacaetcs u (aiiepBona. 3T0 cneunanbHbil GUALTP, KOTOPbIA KOHTPOMU-
pyeT JOCTyn K VIHTepHeTy € TOro UAn WHOro yCTpoicTBa. Bo-nepBbiX, OH MOXeT 6/10-
K1poBaTb MOMbITKWA BUPYCOB MOAKIOYATLCA K CETW C Ballero KomnotoTepa. Hanpumep,
MellaTb 60Ty 06LaTbCA CO CBOMM X035MHOM. BO-BTOpbIX, OH 3HAeT, Y Kakux caiToB
XOpollas penyTaums, a Kakum A0BepATb He CTOWT. «HepHble» 1 «6enble» CNUCKK (aii-
epBona, Kak n aHTUBUPYCa, AOMKHbI ObITb CBEXMUMUW. TOrAa OH CymMeeT BOBPEMS OCTaHO-
BUTb Bac, eC/in Bbl cobepeTech NepeiTn Mo NOL03PUTENbHON CCbINKE.

OpfHako onpefiensiTb 3apaXEHHble caiiTbl HaBepHAKa (haliepson He ymeeT. [lMo-
3TOMYy ANS rapaHTum 6onblueii 6e30MacHOCT MOXHO YCTaHOBUTb AOMOAHUTENbHbIE
CepBUCHI, KOTOpble 6bl 6/10KMPOBANN Nepexobl Ha onacHble cTpaHuubl (Google Public
DNS, AHgekc. DNS v gp.).

1 https://rns.online/it-and-media/KoUchestvo-viyavfyaemih-lcompyuternih-virusov-v-mire-
za-10-let-viroslo-v-200-raz--2017-04-18/
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VHTEPHET 1 PeGeHOK.
namsTKa poauTento

5.1. Baw pe6eHOK B KMbepnpocTpaHcTBe

Henb3s cnopuTb ¢ TeM (hakToM, YTO CeTb VIHTEpHET npeaocTas/isieT COBPEMEHHBIM
[leTAM OrPOMHbIe BO3MOXHOCTU A/151 pa3BUTUA, 00YUeHNs, BUPTYaibHOTO 06LLEHUS CO CBEp-
CTHUKaMK, NOMYYEHWIO BaXKHOW NH(OPMaLIMK 06 OKpYXKatoLLEeM NX MUpe.

OtBeyas aTomy 3anpocy, B CeTu 6bli1 CO3AaH TaKoii CErMeHT, KaK «eTCKMiA VIHTepHeT»
- COBOKYMHOCTb 06y4aloLnx W pasBnekaTeNbHbIX CaiToB, MPefoCTaBASIOLMX LUMPOKME
BO3MOXHOCTM J/151 NOMIE3HOr0 W YB/EKaTeIbHOTO BPeMAMNPenpoBOXAeHnsa. Ha Takux nno-
LaaKax Aetm MoryT cB060AHO 06LLIATLCA CO CBOUMU POBECHWUKAMMW, UrpaTb B UIPbl, YATaTb
CKa3Ku 1 CMOTPETb MyNbTHUbMBI.

BmecTe ¢ TeM cnefyeT MOMHUTb, YTO B BONBLUMHCTBE Cy4aeB VIHTepHET - ganeko He
camoe noaxofsLiee MecTo ans pebeHka.

MOCTOAHHO pacTeT KONWYeCTBO HEraTUBHbLIX MHTEPHET-pecypcos. Tak, 3a nepuoj
2016 - 2017 rr. B Poccum 6bin10 3a6okupoBaHo 6oniee 3000 caiiToB, Ha KOTOPbIX cOAep-
Xa/MCb 3KCTPEMUCTCKME MaTepuanbl. o JaHHbIM amMepUKaHCKOro WCCNef0BaTeNbCKoro
LieHTpa TopTenReviews, 12% Bcex caiiToB (24,8 MH) cogepXxaTt MaTepuanbl Ans B3poc/biX.

MomnMOo 3TOro, NOABNAIOTCA U HOBbIE MHTEPHET-Yrpo3bl. [leTn, 4acTo He 3afyMblBa-
ICb, PACCKa3blBAIOT CBOVM OHNaiH-ApY3bAM, e OHW XVBYT UM NO KakoMy rpadmky pa6o-
TaloT UX POAUTENN, OTMPABAIOT AOPOrocToALme SMS MOLLEHHUKAM U Yacamu CUAAT B CO-
LiYanbHbIX CETAX, YTO HE MOXKET He CKa3aTbCs Ha UX MCUXUYECKOM U PU3NYECKOM 3[0POBbLE.
Kpome Toro, B nocnefHee BpeMs y4acTUANCh Cyyau NpecnefoBaHus v 3anyrmBaHus feTei
yepes pas/iMyHble UHTEPHET-CEPBUCHI. 10 AaHHbIM HECKONLKUX OMPOCOB, B CPEfHEM Kax-
[l BTOPOI NOAPOCTOK CTANIKUBA/CA C YHUXKEHWUAMW 1 OCKOp6neHnamm B CeTu.

To6oii poanTenb [JOMKEH CO BCE BHUMATENbHOCTBIO OTHOCUTLCA K laHHOI Npo6ie-
Me 1 obecneunTb CBOeMy pebeHKy 6e3omacHoe UCMonb3oBaHue CeTu VIHTepHeT.
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5.2. B03MOXHble yrposbl 4ns Bawwero pebeHka

Kak Mbl y)Xe cKasau paHee, VIHTEPHET COAEPXUT PasnyuHble Yrposbl, C KOTOPbIMU
MOXET CTO/IKHYTbCA Ball pe6eHoK. MMpeanaraeM BaM 03HAKOMUTLCS C Haubonee pacmnpo-
CTPaHEHHbLIMU 13 HUX Ha JaHHbI/ MOMEHT:

1. KOHTEHTHbIE PUCKHK

KOHTEHTHbIE PUCKW CBsA3aHbl C NOTPeGieHeM MHAGOpPMaLWK, KoTopasi NyGanKyeTcs
B VIHTepHeTe U BK/ItOYAET B ce6sl HE3aKOHHbI U HenpesHasHaueHHbI ans feteid (Henogo-
GaroLLMit) KOHTEHT.

e Henogo6atowmii KOHTEHT

B 3aBUCUMOCTU OT Ky/bTypbl, 3aKOHOZATENbCTBA, MEHTA/IMTETA W Y3aKOHEHHOIO BO3-
pacTa cornacusi B CTpaHe OMpefjensieTcs rpynna mMaTepuanos, CUMTAIOLLMXCS HeMofo6ato-
WwumK. Henogo6atoLimnii KOHTEHT BK/tOYAeT B Ce6s MaTepuasibl, COAEpXallve: Hacuive,
3POTUKY W NOPHOrPAUI0, HELLEH3YPHYHO IEKCUKY, UH(OPMALMIO, Pa3XXUTaoLLyo PacoByto
HEHaBMCTb, MpoMaraHay aHapekcum u GyIMMUK, CYMLAA, a3apTHBIX UIP U HAPKOTUYECKNX
BELLIECTB.

. He3aKOHHbI/ KOHTEHT

He3aKOoHHbI KOHTEHT - 3T0 KOHTEHT, HapyLLatoLWuii MeCTHbIe, PErMoHabHbIe 3a-
KOHbI 1 MOPaNbHO-3TUYECKNE MPUHLMBI.

B Poccuiickoii ®egepauyi nog jaHHOe NOHATUE NONajatoT MaTepuasbl CeKCyanbHOro
XapakTepa C y4acTvem fieTeil U NoAPOCTKOB, MOPHOTPAPUUECKNIA KOHTEHT, ONUCaHUs Hacu-
7S, B TOM UYMCTIE CEKCYATbHOTO, SKCTPEMU3M U Pa3MraHWe pacoBOii HEHABUCTU, MPU3bIBbI
K cyvumay, MaTepuanbl, pacnpocTpaHstoLLMecs C HapyLUeHeM aBTOPCKMX Npas, UH(OpMa-
Lus 0 cnoco6ax NPUoGPETEHUS UK M3TOTOBNEHUS HAPKOTUUECKIX BELLIECTB.

2. ONeKTpoHHas 6e30nacHoOCTb

Puckm, cBsi3aHHbIE C 3N1eKTPOHHOI 6e30MacHOCTbI0, OTHOCATCA K pa3nnyHoONi kKnbepae-
ATeNbHOCTY, KOTOpas BK/KOYaeT B Cebs: pasriallieHne nepcoHanbHON NHGOpMaLK, BbIXOA
B CeTb C IOMALLHEr0 KOMMbIOTEPa C HU3KUM YPOBHEM 3alLL1Thbl (PUCK NOABEPrHYTLCA BUPYC-
HOI aTake), OHNaliH-MOLLEHHNYECTBO 1 Cram.

e BpefoHOCHbIE NPOrpamMMmbl

BpefoHOCHbIe MporpamMmbl - 3T0 MPOrpamMMbl, HeraTUBHO BO3AeNCTBYHOLLME Ha pa-
60Ty KoMnbloTepa. K HAM 0THOCATCA BUPYCbI, NPOrpamMmMbl-LUMNUOHBI, HeXKenaTeNbHoe pe-
Knamuoe MO 1 pa3nnyHble OpMbI, BPEAOHOCHBIX KOZOB.

¢ Cnam

Cnam - 3TO0 HeXKenaTeNbHble 31eKTPOHHbIE NUCbMA, COAep>Kallye peknamMHble Ma-
Tepuarnbl. Cnam JOporo 06xoAuTCa A nonyyaTens, Tak Kak nonb3osaTeb TPaTUT Ha
nonyyeHve 6GONbLUETO KOAMYECTBA NUCEM CBOE BPEMS W ONnayeHHblid MHTepHeT-TpaduK.
TakoKe HexKenaTenbHas nouTa MOXKET COfep>KaTb B BUAE CaMO3anyCKaOLLMXCS BNOXKE-
HWIA BPeJOHOCHbIE NPOrPamMMbl.

¢ KunbepmoLleHHNYecTBO

K1GepMoLLeHHUYeCTBO - 3T0 OAUH U3 BIUA0B KNGEPNpecTYNNeHus, Liefbio KOTOoporo
SBNSET CA 06MaH nonb3oBaTene. XuiyeHue KOH(MUAEHUMANbHBIX AaHHbIX MOXKET MPUBECTY
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K TOMy, YTO XaKep He3aKoHHO Mofy4yaeT AOCTYN U KakuM-MGO 06pasoM UCNoNb3yeT nuy-
HYI0 MH(HOPMALMIO NONb30BATENS C LieNblo MONYUYNTb MATEepPUaIbHYI0 NPUBHUTb.

KOMMYHMKaLMOHHBIE PUCKMN CBA3aHbI C MEXKIMYHOCTHLIMU OTHOLLEHUAMU UHTEPHET-
no/ib30BaTe/Nel 1 BKNOUAKOT B CE6S1 KOHTaKTbI I'IS,qO(*JW'IOB CAeTbMUN N Km6epnpecne,qOBaH|/m.

. He3aKOoHHbI KOHTaKT

He3aKOHHbIN KOHTaKT - 3T0 06LLeHNe MeXKy B3pOC/bIM W PeBeHKOM, Mpu KOTOPOM
B3POC/blii NbITaeTCA yCTaHOoBUTL Gonee 6/n3KMe OTHOLLEHUS A4S CeKCyanbHON akcnnya-
Tauum pebeHka.

e KubepnpecnegoBaHus

KubepnpecnegosaHue - 3TO NPecnefoBaHne YenoBeka COOBLLEHNSIMI, COAep KalLy-
MU OCKOPB/IeHIsl, arpeccuto, CeKCyabHble JOMOraTeNbCTBa C NOMOLLbI0 MHTEpPHET-KOMMY-
HUKaLWiA. Takoke KuGepnpecnefoBaHie MOXKET NPUHUMATL Takue (opMbl, Kak 06MeH WH-
thopmaLmeli, KOHTaKTamu UM N306padKeHNIMM, 3anyrBaHue, NogpadkaHue, XynMraHcTeo
(MIHTEepHET-TPOMHT) U coLnanbHoe GOKOTUPOBaHME.

MpunoxeHue: pesynbTaTbl MMIOTHOTO OHAaH-onpoca no npobaemam Ge3onacHocTy
WHTepHeTa Ans feTeld 1 NOApOCTKOB, NPOBeAeHHOro Jlnroii 6esonacHoro MHTepHeTa (MapT
- nonb 2017 roga)

MpoueHT oT
MpoueHT oT pou
o6LLero yicna
Bubl MHPOPMaLMOHHBIX Yrpo3 obujero umcna MOMWHaHWI
A pma yrp YMOMUHaHWIA y

CpeAy neaaroros

cpeay pogwTeneii
PeAi POA 1 NCUXOMOroB
MobyxaeHune K cyuumay, rpynnbl
1 cmepTu, urpbl TUNa «CUHNUIA KUT», 20,8% 20,3%
«Tuxwii gom» ¥ T.0.

MaTepuasnbl Co cLieHaMn Hacunms,

2 HKeCTOKOCTW, arpeccuBHbIM MOBeAeHNEM 17,7% 15,9%
NT.N
Martepuasnbl 3pOTUHECKOTO COAEPXKaHus,

3 prant 3p Aep 13,3% 12,5%
nopHorpacus
Martepuasnbl 0 HapPKOTUKAX,

4 P P 10,5% 9,5%
NCUXOTPOMHbIX BELLLECTBAX U T.M.
BoBreyeHvie B 3KCTPEMUCTCKME U

5 TeppopucTUYECKWE Fpynbl, CEKTbI N 10,0% 13,9%
T.N.

eMOHCTpaLus ynotpebneHums

6 A paLma ynotp 6,4% 6,4%
anKorons, Tabaka u T.n.

7 Peknama, B TOM 4uc/ie crnam 6,3% 3,6%
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8 BpeaHble OHMalH-UrpbI 4,2% 3,3%

BopoBCTBO, MOLLIEHHWUYECTBO C

9  MOMOLLbLIO OHNANH-TEXHOMOT WA, 2,7% 1,5%
KnGepnpecTynHoCTb
CroxeTbl 0 BOIHaX U KaTacTpogax B

10 po 2,2% 1,0%
HOBOCTSIX M T.M.
BpaHHas peub, HeLleH3ypHas u

1 opannaap HeRIYP 1,3% 1,0%
CHVDKEHHas NeKcUKa v T.N.

12 [Opyroe 4,6% 11,1%

5.3. KnwoueBble Npobaembl obecrievyeHnss 6e30NacHOCTU

Ha ,anHbIﬁ MOMEHT MOX>XHO Bbl€/INTb HECKO/NIbKO K/TKOYEBbLIX npo6r|eM, KOTOpbIE
MOryT caenatb UCNONb30BaHME pe6eHKOM VHTepHeTa He6e3onacHbIM. K HUM OTHOCATCS:

HeocBeOMNEHHOCTb AeTei

HecoMHeHHO, MEHHO 3TOT MOMEHT ABMAETCA K/HOYEBbIM MPW 06ecneyYeHn nH-
TepHeT-6e30macHocTW feTeid. PebeHok GyaeT BecTu cebs B VIHTepHeTe ropasgo 6onee
OTBETCTBEHHO, €CNN ByfeT UMEeTb BepHble NPeSCcTaBNeHNs 0 BO3MOXHbIX pUCKax v no-
CNefCcTBMAX CBOMX felcTBUA. PoguTenn MOryT BO MHOFOM MOMOXMTLCS Ha pasymHoe
OTHOLUEHWe CBOero pe6éHka K CeTu, ecim OHU yBepPeHbl B TOM, YTO OH 3HaeT, YTO fJe-
naet. O4HaKO Hafo MOHMMATb, YTO 3TO OTHOCUTCA IULLb K AeTAM, JOCTUTLLINM Onpeje-
NEHHOT0 BO3PacTa, U COBCEM He 03HayaeT, YTO POAMTENN, YUUTENS NN ONeKYHbl MOTYT
MOIHOCTBIO CaMOYCTPaHUTLCA 0T BONpoca 6e30MacHOCTW pebéHKa.

HeocBeOMNEHHOCTbL B3POCNbIX

K coxaneHuto, faxe MHOTUEe POAMTENN, OMEKYHbl He UMEIOT NOMHOTO NPeACTaB-
NeHUst 0 TOM, KakuM puUckam MofBepraeTcs UX pe6éHok B CeTu. HeocBeOMNEHHOCTb
BapbMPYeTCs OT HeLOOLEHNBAHMS PUCKOB [0 YPe3MepHOI OMeKn 1 NaHUKK, CpPOBOLM-
pOBaHHOMN TPEBOXHBLIMU CO06LeHNAMN B CMU. OGe KpaiiHOCTW naryGHbl, B3pOC/ble
MOTYT 3((heKTUBHO 3aliMLiaTh PeGEHKA NULLL B TOM CNydae, e UMEOT MOJHOe U
BepHOe NpejcTaB/eHne 06 OHNARHOBLIX PUCKAX A4S UX AeTeid.

HepocTtaTouHas TexHMYecKas rpaMoTHOCTb B3POC/bIX U AeTeVI

HecMoTps Ha TO YTO MHOTUe ieTW 6bICTPO 0CBAUBAIOT HOBbIE TEXHOIOTUM U MpPO-
rpammbl, He MHOTUE U3 HUX 03a604YeHbl COGCTBEHHON 6€30MacHOCTbI0. PeGEHOK MOXET
OTK/IIOUMTb aHTUBUPYC, (aliepBos MW NPOrpaMmMy POAUTENLCKOTO KOHTPOS, eCv eMy
MOKAXETCS, UTO OHW OrpaHUUMBAOT ero BO3MOXHOCTU B OHMaliHe, U ecnu B3pOCAbIi
He N03aGoTMTCA O TOM, YTO6bI 3aNpPeTUT eMy Takue AeiicTBus. Takum 06pa3om, ¢ Tex-
HUYECKOI TOUKU 3pEHUs B3POC/bIM CefyeT U3yUnTh Bce BO3MOXHOCTM 06GecnedeHus
6e30NacHOCTM PeGEHKA C MOMOLLbIO KOMMbIOTEPHbIX MPOrpamm (CeMeliHbiX GULTPOB,
610KMPATOPOB peKiaMbl, aHTUBMPYCOB U (haliepBONOB), YCTAaHOBUTL U JO/MKHLIM 06-
pa3oM HacTPOWTbL BCe HEOGX0AMUMbIE MPOrpamMmbl. [eTsaM e He0GXOAMMO PasbiCHUTD
HE06XO0AMMOCTb M BXKHOCTL TakKMX NPOrpaMm.
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Mpo6neMbl foBepusi

3T0 TaKXKe KpaiiHe BaXHbIii acneKT 6e30NacHOCTU. Pe6EHOK JO/MKEH 3HaTb, UTO
OH MOXeT [0BepATb BaM, YTO Bbl MOMOXETEe eMy Npu BOSHUKHOBEHUM TPyAHOI cuTya-
LK, 0GBACHUTE, KaK NPaBuUibHO cebs BECTW, W TNaBHOE, YTO He 6yeTe 06BUHATL €ro.
BO/LLUMHCTBO AeTell He CKNOHHbI PaccKasblBaTb POAUTENSAM O HEMPUATHBIX MPOUCLLE-
cTBUAX B CeTu, 0nacasch, 4T0 Te COYTYT, UTO AeTU CaMu CNPOBOLMPOBA/IN TaKyH CUTY-
aumio, U HaKaxyT UX 1160 orpaHWyaT 4OcTyn B VIHTepHeT. Kpome Toro, ecnu pe6EHoK
UyBCTBYET, UTO €My HEKOMY [0BepsTb B peanbHOM XM3HW, OH GyaeT 60/1ee CKIOHeH
[EeNUTLCA CBOMMU Npo6nemMaMy ¢ He3HaKOML,aMu B OHMaliHe, UCKaTb UX APYXGbl U Nof-
LEPXKKU.

5.4. «[pynnbl cMepTu». Kak ybepeyub pebeHKa?

B 2016 rosy CTano W3BeCTHO O AeATENIbHOCTU TaK HasblBaeMbIX «Tpymnn cMmep-
TW» - TPYNN B COLMAbHLIX CETAX, B KOTOPbLIX MOAPOCTKW WUrpatoT B CBOEOOPasHyto
Urpy, NTOrOM KOTOPOI ABNAETCH NOATOTOBNEHHbIA cynuma. OBbIYHO B HAa3BaHMAX 3TUX
rpynn npucyTCTBYIOT MeTaopbl NPO KUTOB, a B COZlEPXaHUN HaxoAaATCs fenpeccus-
Hble MEeCcHU, MpayHble KapTUHKN C NOpe3aHHbIMU BEHaMWU UK U306paKeHneM KWUTOB,
a TaKXe rpyCTHble LnTaTbl. B «urpe» Kaxgplii pe6EHOK AOMKEH BbINONHWUTL PAA 3a-
[aHunii, KoTopble NO3BONSAIOT MepeiiTh Ha CneAytolniA ypoBeHb. 3agaHns MoryT 6biTh
COBEPLUEHHO XYTKMMU: Hanpumep, coTorpaduposaTtb CBOKO PyKy C nopesamu. Mocne
NPOXOXAEHNA TaknX 3afaHuii pe6EHKY npucBavMBaeTCs HOMep, a TakXke coobLiaeTcs
[fiaTa n cnocob camoybuiicTsa. [leTy HauMHalT BeCTM 06paTHbI OTCHYET Ha CBOMX CTpa-
HULAX B COLMATbHBIX CETAX.

Kak y6epeub pebeHKa OT «rpynn cMepTu»?
1. PasroBapuBaliTe ¢ pe6eHKOM

[Onsi Toro, 4To6bl NOAPOCTOK He Monan Nog BAUsHWE JeCTPYKTUBHbIX rpynm,
HY>XHO fienaTh TO/IbKO OAHO - Pa3roBapuBaTh C HAM O TOM, YTO TaKOe «XOpPOLLO»,
a UTO TaKoe «Noxo». Korga c AeTcTBa y pe6EHKa ecTb YETKO COXKMBLLEECS MHEHUe
06 3TUX MOHATUAX, Er0 He 3aMHTEPECYHOT MPU3bIBbI K HACUAWIO UAKU CYULMAANbHOMY
noBefeHuto.

2. YuuTe pebeHKa MbICINTb KPUTUUECKM

OAMH U3 BaXHEMLUX KpUTepueB, He MO3BOMAIOLMX MONAcTb NOAPOCTKAM B
«Tpynnbl CMEPTU», - HaMUMe KPUTMYECKOTO MbILLeHUs. MofpOCTOK AO/MKEH YMETb
CamMoCTOATeNIbHO (DMNLTPOBATL MOCTYMNatoLLy0 eMy MHQOPMaLUIo, yMeTb aHanu-
3MpoBaThb eg, COMocTaBsiTb C APYroil MH(opMaLmeil, cocTaBNATL CO6CTBEHHOE
MHeHMWe. VIMEHHO HaMune KPUTUYECKOTO MbILLI/EHWUS MO3BONSET U B3POC/bIM NHOAAM
He NOBEeCTUCb Ha NPOBOKALMW U He MONAacTb B CEKTbI.

3. CneauTe 3a M3MEHEHUSIMU B NOBefeHUU pebeHKa

3a60T/MBblE U BHUMATE/bHblE POAUTENN BCETAa 3aMETAT, YTO C Pe6EHKOM UTO-TO
npoucxoauT. Pe3koe NajieHue ycrneBaeMocTy, U3MeHeHUe My3blKaibHbIX MPUCTPACTWIA,
Kpyra 06LeHUs, NOSBNEHNE HOBbIX YBNEUEHUIA - KO BCEMY 3TOMY HYXXHO OTHOCMTbCS
BHUMATENLHO 1 0653aTeNbHO PasroBapyBaTh C Pe6EHKOM. YKU3HbIO pe6EHKa HYXHO
MCKPEeHHE NHTepPecoBaThCsl, a He KOHTPO/IMPOBAaTb. BaXKHO He HapyLIaTb JINYHbIE
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rpaHuLbl NOAPOCTKA, HE YMTaTb ero Nepenuckn U He NPOBepPATb FPynMbl B CO-
LManbHbIX ceTAX, pe6EHOK caM BCE PacCKaXeT PoAWTensiM, ecii B CEMbe eCTb
[0BepUTeNbHbIE OTHOLLEHUS. TTOAPOCTOK [OMKEH YYBCTBOBATb MOAAEPXKKY POAHBIX,
a poAuTenu AOMXKHbI AaTb MOHSATH, YTO NPUMYT ero N60oro, co BCeMu npo6Gnemamu,
KOMM/eKcaMm 1 HefocTaTkamu. Ecnu y peGéHKa ecTb TBEpZas YBEpeHHOCTb B CBOEN
CeMbe, TO «IPYnMbl CMEPTU» eMy 6YAyT He MHTEPECHSbI.

Ecnun e cnyyunnock Tak, 4to pe6eHOK oTAannnca ot Bac, Ctan NOTepsAHHbLIM, 3aM-
KHYTbIM, Ha4dan 0TKa3blBaTbCA OT €Abl U He cnaTb MO HOYamM, HO MPU 3TOM He XO4eT
oﬁcy)K,anb C BaMW CBOK XXM3Hb, TO BaM CTOUT NPUCMOTPETbLCA BHMMaTe/NbHEE K ero
noseAeHUo.

Bac 40/1KHO HACTOPOXUTb:
. nosB/EHNE NOPE30B U LLIPAMOB Ha Tene pe6eHKa;

. XXenaHne noapocTKa AapuTb U pasfaBaTb CBOW BeLW, B TOM YMUCNE U Te, YTO
0CO6EHHO NaMSATHbI ANA HEro;

*  nosefeHue pebeHKa, MOXOXEe Ha NoBeAeHMe Nepes 0Tbe34oM (Hanpumep, oH
HaBOAUT MOPAJOK B KOMHATE, CMEeLMUT 3aKOHUNTb Kakue-To Aena, BCTPeTUTLCS C
POACTBEHHMKAMM, KOTOPbIX AaBHO He BUAEN, pasfaTb AONrK).

Kpome Toro, no cratuctuke 80% NoAPOCTKOB, COBEPLUMBLUMUX CyWULMA, TOBOPUIN
pOAMTENSIM O CBOEM HEXeNaHUM XUTb, HO B3pOC/ble He BOCMPUHUMANK 3TW CNoBa BCe-
pbe3. Tak uTo ecnu pebeHoK BHE3anHO U3MEHUN CBOE NoBeAeHNe, MoNbITaiiTech BCNOM-
HUTb, He 3BYYa/IN 1 OT HEro PaHbLUe Yrpo3bl MOKOHUYUTL C COGONA.

UTO0 HYXHO fenatb pogutenam?
1. MonpobyiiTe BbIBECTM pebeHKa Ha pa3roBop

Kak yxe 6blI0 CKa3aHo BblLLe, HI B KOEM C/lydae Heb3s LUMUOHNTL 3a pe6eHKOM
U TaliHO YMTaTb €ro JINYHble COOGLLEHNS B COLMANbHBIX CETAX. 3aTO MOXHO MOMpo-
60BaTb BbIBECTM MOAPOCTKA HA Pa3roBOP «OKO/bHLIMMY» MyTAMM: MOCMOTPETb (U/IbM
0 camoyGUIACTBE MW paccKasaTb O KHUMe Ha 3Ty TeMy M MOTOM NpPeAoXuTb peGeHKy
NOAENNTLCS CBOUM MHEHUEM.

2. Bcerga nogepXxuBainTe pa3roBop ¢ pe6eHKoM, 0 YeM 6bl OH HU Gbin

Ecnu peGeHOK He X0YeT roBOPUTL C BaMU O CBOMX NPOG/ieMax, Ho XoUeT rOBOpUTh
0 KaKoi-HuByab KOMMbIOTEPHON MUIpe UM 0 My3blke, TO MOAAEPXMUBaiiTe 3TW pasro-
BOpbl. ECnM Bbl GyfieTe UCKPEHHE MHTEPecoBaTLCS XM3HbIO NOAPOCTKA, TO Bam 6GyaeT
nerye BepHYTb €ro joBepue.

3. MpugymaiiTe pebeHKyY 3aHATUE

ECnu Ball CblH UK [0Yb NPOBOAAT B VIHTEpHETE C/MLLIKOM MHOFO BpeMeHU, 3a-
CbINAIOT C TeNe(POHOM, CUAAT B COLMANbHbLIX CETAX BO BPEMS 3aBTPaKa M YXMUHa, 1, Kak
BaM Ka)XeTcsl, COBCEM BbINAAA0T U3 PeasbHOCTH, He pyraiTe ero 3a 3To, a nonbITaiTech
npuaymaTth emy asbTepHaTUBHOE 3aHATWE: MPEeLNOXMTE BMECTE CXOAUTb Ha MPO6HLIN
YPOK M0 CKanona3aH1io nan B TYPrnoxof, Ha MacTep-Knacc no yKpalleHnio TOpToB Un
co34aHu1I0 MofJeneil - a BApYr pe6eHKa 3aTAHET HOBOE YB/EUEHNe CUMbHEE, YeM BUPTY-
anbHas peanbHOCTb? Torgay Hero He 6yfeT HEOGXOAUMOCTH UCKATb eNHOMBILLNEHHN-
KOB B COL{MaNbHbIX CETSX.
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4. Yaule obefaiiTe BMecTe

MoaymaiiTe, [aBHO N Bbl COBUPANUCH CEMbEl 32 OfIHUM CTOMIOM UM XKe KaXablii
YXKMHAeT B pasHoe Bpems, Korja emy yAao6Ho? B cembsX, rie NPUHATO BMecCTe Npu-
HUMaTb MULLY, eTU Pexe YyBCTBYIOT cebsi OAUHOKUMU U, CNef0BaTeNLHO, Pexe 3ady-
MbIBalOTCS 0 caMoy6uiicTBe. [1ns MOAPOCTKA BaXHO 6bITh YacTbI0 YEro-To Lesoro, Tak
nycTb 3TUM LeNbiM BYAeT A1 HETO CeMbSi.

5. He 6oiiTecb 06palyaThecs K cneyuanmicram

Ecnun mexay Bamu 1 pe6eHKOM HeT [OBEPUTE/bHbIX OTHOLIEHWI, & MeXAy TeM
nepeyncrieHHble Bblllie TPEBOXHbIE CUTHA/bI MPUCYTCTBYIOT B MOBEEHUN NOAPOCTKA,
Heo6x0ANMO 06paTUTLCA K MCUXO0NOrYy. JKCTPEHHYIO MOMOLLb BaM MOTYT OKasaTb Mo
neTckomy TeneoHy foeepus 8 800 200-01-22. OH 6ecnnaTHbIA U aHOHWMHBIIA. o-
3BOHMTb Tyfla MOXeT Kak B3pOCAbliA, Tak W pebeHOK, NO3TOMy MoAenuTech 3TOW UH-
thopMaLveid ¢ fOYepbO UK CbIHOM. Y AeTCKOro TenedoHa A0BEPMS ecTb CBOM CaliT -
http://telefon-doveria.ru. Ecnu Bam TpyfHO roBopuThL 0 Npobneme no TenedoHy, To Ha
caliTe Bbl MOXeTe Mo06LLaTbCS C MCUXONOrOM B YaTe.

Kypa obpaliatbea?

Ecnu Bbl 06HapyXunn B WHTepHeTe rpynny wnw caiiT, Npu3biBaloLLMiA K camo-
ybuiicTBy, MOXeTe co06LNTL 06 3TOM B PocKOMHazA30p no cebiike http://eais.rkn.gov.
ru/feedback/ n 3anonHuTbL BCe nons B hopme. Moxanosatbcs MOXHO v B Jury 6esonac-
Horo UHTepHeTa http://www.ligainternet.ru/hotline/

5.5. PoguTenbckuii KOHTPOSb

PoAUTENbCKNIA KOHTPONb - MPOrpaMMHOe 0GecrnedeHue 3NeKTPOHHbBIX CPeacTB,
UCMONb3yeMbIX AeTbMW W NOAPOCTKAMM, HAMPaBEHHbIX Ha 3aLUTY UX BAUAHUS OT He-
raTMBHOrO VIHTEPHET-MPOCTPaHCTBa. K coxaneHuto, B Poccum NporpaMmbl POAUTESNb-
CKOr0 KOHTPONS He MOJy4uM MaccoBOro pacnpocTpaHeHus. BMecTe ¢ TeM poauTenb-
CKMii KOHTPO/Ib NPeAOCTaB/ISAET GO/MbLLOE KOMIMYECTBO MO/E3HbIX BO3MOXHOCTEIA.

UTO MOXHO CAieN1aThb C MOMOLLbIO POAUTENIbCKOTO KOHTPOSA?
1. YCTaHOBUTb BpeMeHHbIE MHTepBaNbl PaboTbl KOMMLIOTEPS;

2. YNpaBnsTh pa3peLleHnsmMi Ha 3amyCcK U YCTAHOBKY Pas/MuHbIX NPOrpaMmm uam
urp;

3. ®opmupoBaTh «GeNblii CMUCOK», «YEPHbIA CMUCOK»;
4. Vicnonb3oBaTb 6e30MacHbI MOUCK MO 3anpeLéHHbIM CoBaM;

5. MpocmaTpuBaTh 3KpaH KoMnbloTepa pebeHka no ceTu (yaaneHHas nepesarpys-
Ka W BbIK/IOYEHME);

6. KOHTpO/b 3a NOCeLLeHneM pecypcoB VIHTEpHeTa;
7. MonyyeHune o0TYeTa 0 NOCELLEHHbIX CTPaHULAX MO 31EKTPOHHOI noyTe.

Ha cerogHsLWHUIA AeHb CYLLeCTBYeT GOMbLLOE KONMYECTBO BAPUAHTOB POAUTESNb-
CKOro KOHTpONS. Mpu BbI6GOpe 0AHOTO 13 HUX HEOBXOAMMO 06pPaTUTh BHUMaHWE Ha He-
CKO/bKO (haKTOPOB:

1. Kakue (yHKLAM POAUTENLCKOTO KOHTPONSA Bbl NNaHUPYeTe UCMO/b30BaTh: Npo-
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CTO OrpaHuU4nTbL BpemMAa 1 nocetieHune caiiToB ¢ NPOTNUBO3aKOHHbLIM U HE3TUYHbLIM KOH-
TEHTOM UK XKe XOTUTE YCTaHOBUTb TOTa/IbHYHO C/IEXKY.

2. Bo3pacT pe6eHKa 1 ero HaBbIKU paboThbl C KOMMLIOTEPOM.

3. Kakoe nporpamMmHoe obecneyeHune yxxe yCTaHOB/MEHO Ha BalleM KOMMboTepe
(OC, aHTuBUMPYC).

Cnocobbl POANTENBCKOTO KOHTPOSIS:
PofuTeNbCKMii KOHTPONb CPeACcTBaMU OnepauuoHHol cucTeMbl Windows

PoanTenbCKunini KOHTPONb - YA06HaA QYHKLUMA ANa poauTeneil, Kotopas NosBu-
nacb B nocnegHux sepcusx OC ot Microsoft.

Bnagenbubl MK Ha 6aze OC Windows Mmel0T BO3MOXHOCTb 6ecnnaTtHO ycTa-
HOBWTb M MCMonb3oBaTb nporpammy Family Safety («CemeiiHas 6e30MacHOCTb») U3
naketa Windows Essentials. UTo6bl cgenatb 370, AOCTaTOMHO MNapy pa3 LUeNKHYTb
MbILWbIO Ha caiiTe Microsoft. EcTecTBeHHO, AN paboTbl NOTPeBbYOTCA yyeTHas 3anunch
Microsoft, a Takxe Bepcus onepaLyoHHOl cucTeMbl He HUXe Windows Vista. Mocne
YCTaHOBKM MporpaMMbl MOXHO 6yfeT Bbl6paTb YYeTHYI0 3anucb W BBECTU ANA Hee
orpaHuyeHus. Ecnim KoMMnblOTEPOM OAHOBPEMEHHO MOJMb3YHOTCA HECKO/IbKO YefioBeK,
[NA feTeii cnefyeT co3AaBaTh OTAENbHbIE YYETHbIE 3anucK.

KOHTpO/b YUETHbIX 3anuceii ¢ NoMoLbio «CeMeiiHol 6e30MacHOCTU» OCYLLEeCT-
BNseTcs B 0c0601 30He caiita Microsoft, rie No3BonUTeNbHO 0YeHb FTMGKO HAacTpanBaTh
BCE TUMbl (PUAbTPALMN U OrpaHUYeHUit. Takke CUCTEMA BefeT XypHan aKTUBHOCTH,
Gnarofaps Yemy ferko y3HaTb, Korga pe6eHoK cen 3a KOMMNbIOTeP U CKOMbKO BPEMEeHU
MpoBes 3a HUM.

3Ta PyHKUMA NO3BONSAET:

*  OrpaguTh AeTeli OT HeXeNaTeNbHOro COAePXKMMOro;

e cpenatb Gpaysep Ans feteil 6onee 6e3onacHbIM;

*  HaNoOXWTb 3anpeT Ha 3anyck onpefeneHHbIX MPUN0XEHWIA 1 nrp;
e 0OrpaHWM4uTbL Bpems, NpoBoAMMOe feTbMu 3a MK.

PoauTeNnbCKuii KOHTPONb B Gpay3epe

Mpu Ncnonb30BaHNM AeTbMU NHTEPHET-Opay3epoB, POAUTENbCKNIA KOHTPOIb MO-
XeT 6blTb OCYLLECTBNEH C NOMOLLbIO TaknX 6pay3epoB, Kak:

- 6pay3ep Google Chrome vmeeT (yHKLWIO POANTENLCKOrO KOHTPOAS, KOTOpas
OCYLLeCTBAAETCA Yepe3 ynpasfeHne KOHTponupyembiM npodgunem. Mpu mcnonb3osa-
HWW TaKoro poauTeNbCKOro KOHTPONS B Gpay3epe Bbl CMOXETe perynvpoBatb nosefe-
Hne Ballero pe6eHka B VIHTepHeTe.

- [eTcKuin 6paysep lorynb - GecnnatHoe pacluupeHve ana 6paysepa Mozilla
Firefox gns pognTenbcKOro KOHTPONS U orpaHnyeHms aeTeil B CeTu OT HeXenaTenbHo-
ro KoHTeHTa. imeeTcs Katanor «6enbix», paspelléHHbIX K NPOCMOTPY AeTbMU CaiiToB,
oCTanbHble 6yayT 610KMPOBATLCS MO YMONYAHUIO.

PoauTenbCckunii KOHTPONb cpescTBaMU aHTUBUPYCOB

HekoTopble aHTUBMPYChl UMEKOT BO3MOXHOCTb YCTAHOBKM OTpaH1y4eHus 4ocTyna
K OnpefeneHHbIM caiiTam B VIHTepHeTe.
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PoguTtenbckunii KoHTponb Kaspersky Internet Security - 3T0 KOMNOHEHT Npo-
rpaMmbl, MO3BONAKOLWMIA YCTAHOBUTb ANA KaXAOW Y4eTHOM 3anucu Ha KOMMbloTepe
orpaHuyeHuns AocTyna MCrnonb3oBaHWs KommnbloTepa U MHTepHeTa. C ero nomolLybio
MOXHO KOHTPONMPOBATbL: 3amyCcK pa3NNyHbIX MporpamMmmM; WCMo/ib3oBaHWe VHTepHeTa
(orpaHnueHmne Ncnonb3oBaHWe VIHTepHeTa No BPpeMeHu); NoceLleHne Beb-caiiTos B 3a-
BUCMMOCTHM OT UX COLEPXMMOrO; 3arpy3Ky aiinos n3 IHTepHeTa B 3aBUCMMOCTU OT X
KaTeropuu; nepenucky ¢ onpefesieHHbIMU KOHTaKTaMu B COLMasbHbIX CETSIX.

Mogy/b POAUTENLCKOr0 KOHTPONs «[oKTop BeG» NoMoraeT orpaHuunTh Jo-
cTyn nonb3osaresneit KOMNbOTEPa K onpeaeneHHbIM calitam B ceTu I/IHTepHET, nokKanb-
HbIM baifam MAM nankam, pecypcam OKanbHOM ceTu. ALMUHUCTPATOP KOMMbIOTepa
MOXEeT CaM 3afaTb CMUCOK 3anpeulleHHbIX caliToB MNX BOCMO/b30BATLCA MOCTOSHHO
06HOBNSEMbIMU TEMATUYECKUMMN CNNCKamu, npegocTtaBnsaemMbiMn KomnaHuei ((ﬂOKTOp
Beb».

PofuTenbCKuii KOHTPO/Ib Ha YPOBHe NpoBaiiaepa

HekoTopble NpoBaiifepbl, NpefocTaBAsiolMe OCTYN B VHTEPHET, OKasblBaloT
[OMONHUTENbHbBIE YCAYTU MO 3alinTe OT 3anpeLyEHHOro KOHTEeHTa. YCcnyra, Kak npasu-
no, nnatHas. MogkntoyaeTcs B «/TMYHOM KabUHETe» UM NpU 06palLeHumn K onepaTopy
B3N,

PoguTtenbckunii KoHTponb Ha Wi-Fi-poyTepe

Mpu nogkntoveHun K NHTepHeTy yepe3d Wi-Fi-poyTep MOXHO BOCMO/Mb30BaTb-
Csl BCTPOEHHOI B Hero qyHkumeli Parental Control (PoguTenbckuii KOHTpOnb). Takas
(hYHKLMA eCTb He Ha BCeX poyTepax.

HacTpoiika poguTenbCKOro KOHTPONA MpeAocTaBnseT BO3MOXHOCTb CO34aBaTb
npaeuna foCTyna K caiiTam Ans Kaxgoro KomnbloTepa UaM MO6UALHOTO YCTPOWCTBA,
KOTOpoe MOoAKNIoYaeTCs yepes TOUKy AocTyna (ycTpoiicTBa pacnosHatotcs no MAC
afpecy). MoXHO Takxe 3anpeTuTb JOCTYN K ONpeAenéHHbIM caiiTaM Wan paspelumnTb
TONMbKO K HEKOTOPbIM A5 BCEX YCTPOMCTB, KOTOPble paboTaloT yepes OAVH U TOT Xe
poyTep.

CneumnanbHble NPOrpaMMbl Ans POAUTENLCKOTO KOHTPONSA

CneunanbHble NporpamMmmbl AN poAUTENbCKOrO KOHTPOAs 061afatoT psagoM npe-
MMYLLECTB Mepef ocTanbHbIMU Cnoco6amu, Tak Kak NPefocTaBnaloT G60Mblumnii 06bem
BO3MOXHOCTelA:

e aHann3 CofiepXKMMOro CTpaHuL, Ha MPUCYTCTBUE 3anpeLeHHbIX C/O0B;

e 610KMpOBaHME JOCTYNA K caiiTaM U3 «4epHOro» CMUCKa;

e orpaHuyeHne NCMonb30BaHNS VIHTepHeTa No BPeMEHHU;

e MpPOCMOTP 3KpaHa KomnbloTepa peGeHka no ceTn (yaaneHHas nepesarpyska

1 BbIK/IOYEHWE);

e pexum «be3onacHbIii NOUCK» B MOMCKOBbIX CUCTEMAX;

e 3aMnuCb afPecoB MOCELLEHHbIX CaiTOB B (aiin-KypHa;

e OTCblNIKA OTYETA O MOCELEHHbIX CTPAHWLAX N0 3NeKTPOHHOI NOYTE;

e aBTOMaTMYecKas AeaKTVBaLMS NPOrpamMmMbl Ans aAMUHUCTPATOPOB NPOrPamMMbl;

e cneuuanbHble QyHKUMW AN paboTbl C MPOrpaMMOii Yepes NoKaNibHYO CeTb;

e KOHTpO/b 3anycka urp.
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MpuMepbl Nporpamm:
Crawler Parental Control 1.1
KidsControl 2.02
ParentalControl Bar 5.22
KunéepMama
KinderGate
OpnHoma
KunbepLieH3op
PoAnTENbCKUI KOHTPONb Ha cMapTdoHax

YCTaHOBNUTb POAUTENCKNIA KOHTPOb HA MOGULHOM YCTPOCTBE Ballero pe6eH-
Ka [l0CTaTOYHO NMPOCTO - MOXHO BOCMO/b30BaTLCA CMeLManbHO nporpaMmmoii (Hanpu-
mep, Safe Lagoon) unn noAkAOUYNTL y MOGMNBLHOTO OrnepaTopa CheLnanbHyo yenyry
«[JleTCKNiA VIHTepHeT».

[MOMHWTE, YTO HW OfMH M3 MepPeyvnCeHHbIX CNOCOB0B He rapaHTupyeT Ha 100%
3allMLIEHHOCTb Ballero pebeHka OT OnMacHOCTeli cCOBpeMeHHOro WHTepHeTa. BaxHo
NPUNOXNUTL YCUNNA K TOMY, 4TOObI €TU B CUNY BOCMUTAHUA CaMy He CTPEMUINCH K
MOWCKY 3anpeLL,eHHOro KOHTeHTa, 3Ha/IM 0 BO3MOXHbIX NOCNESCTBUAX BCEX CBOWX feii-
CTBWIA B VIHTepHeTe.

CoBeTbl M0 yNpaB/eHNto 6e30NacHOCTLI0 feTel Npy pa6oTe ¢ VIHTepHeTOM:

«  CrapaiiTech jepXaTb KOMNbOTEPbI C NOAK/MIOUEHNEM K VIHTEPHETY B 06LLMX
KOMHaTax, B KOTOPbIX MOXHO /IErKO OCYLLECTBMATL BU3YyasbHblii KOHTPONb Haj
TeMm, UTO fienaeT Ball pe6eHoK B MIHTepHeTe.

e Co3jaiiTe npu ydyacTuu feTeil CBOA [AOMALUHWX MpPaBUA MOMb30BaHWUA
MHTepHeTOM 1 TpebyiiTe ero HeyKOCHUTENIbHOTO COBMOAEHUS.

e TpuyumnTe aeTeii NocewlaTh TONLKO Te caliThbl, KOTOPbIE Bbl Pa3peLLnUN.

e Vcnonb3yiiTe cpeAcTBa 6NOKMPOBaHUS HEXenaTeNbHOro MaTepuana Kak 4o-
NOMHEeHUe, HO He 3aMeHy K POAUTENLCKOMY KOHTPOSIO.

e Co3gaiiTe ceMeliHbIil 3NeKTPOHHbI ALWKK, Ha KOTOPbIA 6YAeT NPUX0AUThL BCS
BalLla 31EKTPOHHAsA NOYTa, BMECTO TOr0 YTOGLI NO3BONATH AETAM UMETb COGCTBEH-
Hble afpeca.

e HayuuTe feTeil coBeTOBaTLCA C BaMU Mepes pacKpbiTUeM WH(opMaLun Ye-
pe3 3NeKTPOHHYIO NOUTY, YaTbl, JOCKW 0GBLABNEHWIA, PerncTpaLMoHHbIe (hopMbl U
NINYHblE NPOGUNN.

e ManeHbkuM feTAM He cfieflyeT No/b30BaTbCA YaTaMW - CAMULLIKOM BeNuKa
0nacHoCTb. TOMbKO Korfa Bal pe6eHOoK NogpacTeT, MOXHO paspelnTb 06w arbes
TaMm, rfe ecTb KOHTPO/b Haj COOOLEHUAMMN (M1, TOBOPS KOMMbIOTEPHBLIM A3bI-
KOM, «MOAepaLms»).

e HayuuTe geTeli He 3arpyaTb Nporpammbl, My3biky unu dainsl 6e3 BaLlero
paspeLueHms.
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e BecegyiiTe ¢ feTbMU 06 UX ApY3bAX B VIHTEPHETE 1 0 TOM, YeM OHM 3aHNMa-
I0TCA TaK, KaK eciu Gbl peyb Lifa 0 ApY3bax B peanbHOM XKUHU.

e [puyuuTe feTeii coobLiaTb BaM, eCIM YTO-INGO UM KTO-M60 B CeTun Tpe-
BOXUT MAM yrpoxaeT uM. OcTaBaiiTecb CMOKOMHBIMW U HANOMHWUTE LeTSM, uTo
OHM B 6€30MacHOCTU, eCNn pacckasanu Bam. MoxBanuTe UX U NoByxnjaiite no-
[OWTU eLye pas, ecau Cydaii NOBTOPUTCS.

e Ecnu, HecMoTps Ha Bce Mepbl MPefoCTOPOXHOCTM, BallW A€TU MO3HAKOMU-
nncb B VIHTEpHETEe CO 3/10YMbILIJIEHHUKOM, He BUHUTE WX. Bcs NonHoTa oTBeT-
CTBEHHOCTM BCErfa NeXWT Ha NpaBoHapywuTene. MpeanpuMnTe peLinTebHbIe
LeiicTBUA A5 NpeKpalleHns fanbHeiluX KOHTaKTOB pebeHKa ¢ aTUM JIMLOM.
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1. MpunoXxute MaKCUMyM YCUTIA K 3aLLiMTe BaLLNX TEXHUYECKUX YCTPONCTB:

*  perynspHo 06HOBNAWTE ONepPaLMOHHYIO CUCTEMY;

*  1CMonb3yiTe NNLEH3NOHHYIO aHTUBWPYCHYHO Nporpammy;

e npuMeHsiiTe daiiepsorn;

e CO3[aBaliTe pesepBHble KOMUM BaXKHbIX (haiinos;

*  1cnonb3yiTe HafE&XHble Naponu;

*  Mepuoanyecky MeHsiiTe Mapon Ha camblX BaXKHbIX ANs BaC caiiTax;

*  CKauuBaiiTe NPorpaMmbl TOMbKO C O(MLNANbHBIX UCTOYHNKOB;

*  He MoceLUaiiTe NOfO3pUTENbHbIE CalTI;

*  3aKpblBaiiTe COMHUTE/bHbIE BCM/bIBAIOLLME OKHa;

*  He HXWMaliTe Ha KpacuBble 6aHHepbl MW peknaMHble 6110KM Ha caliTax, Kakumm
6bl NpUB/EKaTeNbHLIMW N 3aMaHUMBbIMU OHW HU BbiN.

2. Mpw paboTe ¢ 3/1eKTPOHHOI MOYTOIA:

*  HVKOrjAa He OTKPbIBaliTe MOLO3PUTENbHbIE COOBLLEHNS NN BNOXKEHNS 3NEKTPOH-
HOI MOYTbI, NOMyYeHHble OT HE3HAKOMbIX Ntodeii. BMecTo 3Toro cpasy yganute ux,
BbIOPaB KOMaHAy B MEHO COOBLLEHWIA.

*  HMKOrpda He OTBeYaiiTe Ha cnam;

*  HMKOrja He nepecblnaiTe «NMCbMa CHacTbs» U ApYroi Nofo6HbIN cnam. BmecTo
3TOro cpasy ypansiite Takve nucbma.

3. 3awmTe camux cebs:

*  He BBOAWTE IMYHYIO N KOH(MAEHLMANbHYIO MH(OPMALMIO Ha HEMPOBEPEHHBIX 1
NOAO3PUTENbHBIX CaiiTax;

e BHMMaTeNlbHO OTHOCWUTECL K cobecefHuKaMm B VIHTepHeTe, coobLualite BaHYHO
VHAOPMaLMIO TONbKO NMPOBEPEHHBIM NOAAM;

*  npwu paboTe 3a KOMMbIOTEPOM, K KOTOPOMY UMEIOT AOCTYN Apyrue nogu, He co-
XpaHsiiTe naponu B Gpay3epe.

4. Cobnopaiite npaBuna:

*  MOMHWTE, 4TO B BUPTYabHOM NPOCTPAHCTBE OTBETCTBEHHOCTb HACTYMaeT Mo pe-
aNbHbIM 3aKOHaM;

*  YBaXMUTENbHO U [06POCOBECTHO OTHOCWTECH K APYrMM MOMb30BaTeNsM CeTu
VIHTEpHeT.
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31ecb Bam nomoryt!

Mo Bonpocam B cghepe NepcoHasIbHbIX JaHHbIX
degepanbHas cnyxxoa no Haa30py B cdepe CBA3M, MHPOPMALMOHHbIX
TEXHO/IOMUIA M MaCcCOBbIX KOMMYHVKauumii (PoCKOMHaA3op):

CnpaBoYHO-MH(OPMALMOHHDINA LEHTP:
8 (495) 983-33-93 (MH-4T 9:00-18:00, nT 9.00-16:45)
YnpaBreHne POCKOMHaA30pa No Y NbsHOBCKOW 06/1aCTU
OTaen no 3aluTe NpaB CyGbeKTOB NepCcoHabHbIX AaHHbIX, Haf3opa B ciepe
MacCOBbIX KOMMYHWKaUuii U MH(OPMALIMOHHBIX TEXHOOT UIA:
8 (8422) 21-42-07
E-mail:rsockanc73@rkn.gov.ru

Mo obpatleHnsM, OTHOCWUTENIbHO [eATeNbHOCTM MOLUEHHWYECKUX WHTep-
HeT-PecypcoB, CO3AaHUs UCMO/b30BAHWA U PACNPOCTPaHEHUS BPEAOHOCHOIO Npo-
rpaMMHOro 06ecrneyeHVs, HeMPaBOMEPHOrO AOCTYMa K KOMMbIOTEPHON MHGOp-
MaLyK, XWULLEHWAM, COBEPLUEHHBLIM C MCMOMb30BaHWEM MOAAENbHbIX 6aHKOBCKMX
KapT, 3/1EKTPOHHbBIX MAATEXHbIX CUCTEM W CUCTEM AUCTAHLIMOOHOTO 6aHKOBCKOMO
06cny>xnBaHus

YMB/, Poccun no YNbsHOBCKO 061acTyh
8 (8422) 42-29-60, 67-88-00432071,
I. YnbsHoBck, yn. K. Mapkca, 31/108
8 (8422) 67-88-88 - «ropsiuast IMHUA»

LA://73.mBL.pdD

O6uyecTBeHHas nprvemHas MB/, P®
Bbl6paTh NyHKT «¥YnpasneHue K MBJ, Poccumn»

https://mvd.ru/request_main

VHopmMaLmsa 4ns npoBefeHNs YPOKOB 6e30MacHoro
MHTepHeTa B LLUKONax
Jlnra 6e30MacHOro MHTepHeTa
http://www.ligamtemet.ru/encydopedia-of-securily/parents-and-teachers/parentsr
and-teachers-detail.php?1D=3652

33


mailto:rsockanc73@rkn.gov.ru
https://mvd.ru/request_main
http://www.ligamtemet.ru/encydopedia-of-securi1y/parents-and-teachers/parentsr

«couumaast

BpoLutopa «MH{opMaLMoHHas 6e30MacHOCTb B CETU VIHTEpHET»

MpoeKT peanunsyeTcs 3a CHET CPEACTB, BblAeNEHHbIX MO pe3y/ibTaTamM KOHKYPCHOro 0T6opa coLmanbHo
OpPMEHTVPOBAHHbBIX HEKOMMEPYECKUX OpraHu3aLmii 4ns NpegocTaBneHus cy6euanii n3 6logpkera
MYHULMNILHOr0 06pa3oBaHmst «C0pog Y IbSHOBCK»

BpoLutopbl M3aHbl Ans GeCnNaTHOrO PacrnpoCcTpPaHeHNs.

© YnbAHOBCKOE permoHanbHoe oTAeneHne O6LLepOCCHiiCKOi 06LLECTBEHHO opraHusaumm
«Accouualus opuctos Poccun», 2017

M3rotoButens: OO0 «LIeHTp KOMMYHUKaLuii MoBomkbsa», 432011, r. Y nbsHOBCK, yn. Paguwesa 90, oduc 1
O6bem: 36 cTp. Mevatb otceTHas. Tupax: 3000 ak3emnnsapos. 3akas Nel. MoanucaHo B nevatb 18.10.2017
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